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Legal Writing for the Rewired Brain:

Communication in a Paperless World

. Introduction: Our Brains Are Being Rewired

Something big is happening. Our brains are being rewired.

It has been happening for the last 15 to 20 years. It happens whenever we read from an electronic
screen instead of paper. And the pace is accelerating.

Computers bring us more information, faster. Yet when we read in a computer environment, the way
we read changes. Over time, screen readers start to skim instead of reading line by line. Screen readers’ eyes
move vertically up and down the page, looking for structure. And the more we read on computer screens, the
more difficult it becomes to read focus and concentrate on long text.

Although computers have been part of most law practices since the 1980s, it is only within the past
decade that most lawyers and business people have begun to do most of their reading on screens, instead of
paper. And it is only within the last few years that many courts have begun to access legal briefs on screens
instead of paper.

This paper examines legal writing in a paperless world. It argues four points:

1) Technology has dramatically changed the reading environment. Over the past 20 years, the
reading and working environment for lawyers and their clients has changed significantly. We
have begun to do more of our work, our communication, and our reading within a computer
environment. The computer has become much more than a tool within the office; it has become
the office itself.

2) The new reading environment is rewiring our brains and changing the way we read. Read-
ing in a computer environment changes the way we read. It changes the way our eyes move on
the page. It changes the way our brain processes information. The habits and needs of a screen
reader are very different from a paper reader.

3) Legal writing must adapt to the new style of reading. Most legal documents are designed for
the old paper reading environment. Legal writing — particularly appellate briefs - must change
to adapt to the new reading environment.

4) The best tools for adapting to the rewired reader come from research on web usability. For
lawyers to communicate in writing to this new type of reader, the best techniques will not be
found in books of style, form, or grammar. Instead, they will be found in the lessons of web-
usability research. This paper will suggest specific tools based on usability research about how

to convey information to screen readers.

Il. The Legal World Is Going Paperless

The environment in which lawyers read and work has changed dramatically in the last 20 years.
Consider the differences between the legal office of 20 years ago versus the legal office of today.
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A. Twenty Years Ago, Almost All Reading Was from Paper

In the late 1980s, few lawyers used computers at their desks. Lawyers communicated by phone
and letters. They drafted by hand, or more often, dictation. They read everything - letters, contracts, legal
research — on paper or in books.

By the end of the decade, most law offices had computers. But they were primarily tools used by staft
for word processing and accounting. They were not the means for our communication or information gather-
ing. The Internet and email were not available in most law offices until the 1990s.

Yet a new use of computers was on the horizon for lawyers. The use of legal databases grew in the
late 1980s. By 1990, most large firms had a few Westlaw or Lexis terminals. Lawyers could sign up to use the
terminals, which were devoted solely to research. The terminals were connected to the database by modem,
not through the Internet.

Yet even in 1990, the law office was very different from today’s office. Lawyers did not gather infor-
mation on the Internet. They did not communicate by email. Lawyers did very little reading onscreen. The
computer was, for the most part, a replacement for the typewriter and the calculator, a tool used by secretar-
ies, but not lawyers.

B. Today, the Law Office Is Going Paperless

Since 1990, technology has completely changed lawyers’ work habits. We read and work electron-
ically. We research primarily by computer. We draft by computer. Most of us do most of our reading on a
computer. And we communicate by computer. We even carry electronic devices with us outside the office,
remaining connected 24 hours a day.

1. Most Lawyers Are Becoming Screen Readers

As an illustration, consider how much time you spend reading on paper versus screens for these
types of reading:

1) Communications. Do you send and receive more communications by letter or email?

2) Drafting When you draft and edit legal documents, are you reading and working on paper or

on a computer?

3) Cases and research. Do you read cases printed on paper or on a computer screen?

4) News. Do you read a printed newspaper or news on the Internet?

5) Pleasure reading Do you spend more time reading books and magazines on paper or reading
on the Internet?

I have been posing these questions to different groups of lawyers over the past year. Of those groups,
between 60 and 75 percent said that they now spend more time reading from screens than paper.

2. Our True Office Is Not a Physical Space, but the Computer Environment

My own work environment is screen-based. My computer has two monitors. I usually leave open at
least five different windows. At any one moment, I might have open a collection of texts — my email inbox, a
scanned document, some cases on Westlaw, a blog about a new Supreme Court decision, and the document I
am drafting. My cursor, and my eye, jump from one screen to the next.

Even when I am out of the office, I remain connected to screens. I read emails on a Blackberry, and

news on my home computer.
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I am not alone. Like many firms, my office is becoming paperless. We stopped purchasing reporters,
relying almost exclusively on Westlaw for research. When we receive documents, we scan them into a search-
able PDF document. We rely less on physical files than the files of scanned documents on computer. Most
lawyers rarely send letters. Email is so much easier and faster.

The allure of a paperless office is hard to resist. No one wants to return to the world before comput-
ers. Legal documents were much harder to prepare with dictation and typewriters. A change in the “final”
draft could require retyping dozens of pages. It is just as hard to imagine research before Westlaw and Lexis.
We had to rely on case summaries, digests, and our own memory of cases. Communication required letters
and messengers or phone calls.

My dependence on technology was driven home when Hurricane Ike struck Houston. At both my
home and office, I had no Internet connection for days. I could communicate by phone. I could go to my
office to work on paper. Yet all the work I needed to do required a computer and an Internet connection.

After several days, I found a shopping mall with power and free wi-fi Internet access. For a few days,
the food court became my office. Although I was distracted by children playing and bad music, the mall
offered the one thing that was absolutely essential for me to work - the Internet connection.

It is hardly an exaggeration to say that the computer has become our office. If most lawyers were
forced to choose between working in their physical office and working on a computer, most would choose the
computer. It has become almost impossible to practice law without a computer.

C. Businesses Have Gone Paperless

Screen reading may be even more prevalent in businesses than in law. Since about 2000, screens
have replaced paper in the American office.

Computers have been commonplace in offices for several decades. When computers were first intro-
duced to offices, many predicted that the American office would become paperless. For instance, a 1975 Busi-
ness Week article suggested that by 1990 “most record-handling will be electronic. The Office of the Future,
Business Week (June 30, 1975).

Yet it took several decades for computers to begin to replace paper. When computers were first intro-
duced to offices, the immediate effect actually was to increase paper usage. Global consumption of paper
doubled between 1980 and 2000. Technological Comebacks: Not Dead, Just Resting, The Economist (Oct.
9,2008). Analysts suggest that paper usage expanded for several reasons. First, printing technology made it
cheaper to print. Id. Second, computers increased the amount of information available to be printed. Id.

More important, it took years for readers to become accustomed to doing most of their reading
on screens instead of paper. Even at the beginning of the 2000s, surveys suggested that most people still
did most reading from paper instead of screens. Abigail J. Sellen & Richard H. R. Harper, The Myth of the
Paperless Office 81 (2003).

It is only within the last decade that our culture has begun to switch from preferring paper reading
to screen reading. The American office has finally started to rely less on paper. Between 2000 and 2008, the
paper usage per white-collar American worker declined significantly. Technological Comebacks, supra.

The most significant sign of our paperless future is our primary form of communication - email.
Email has largely replaced letters sent by mail. By 2007, computer users sent 35 trillion email messages. John
Freeman, The Tyranny of E-Mail 4 (2009). It is hard to remember the last physical letter I received from a
client. When a client chooses to communicate by letter instead of email, most lawyers would be surprised - if
not worried.

Legal Writing for the Rewired Brain: Communication in a Paperless World Dubose 7



After years of using computers, the American office is finally more comfortable storing, and using,
information from a computer. What Ever Happened to the Paperless Office?, The Christian Science Moni-
tor (December 12, 2005). As lawyers’ clients have adapted to reading screens, they need less paper.

D. Five Key Features of the New Working Environment Are Changing the
Way We Read

This wide-scale shift from paper-reading to screen-reading has consequences. Throughout the his-
tory of man, the use of new media tools has changed the thinking and habits of the tool user.

Consider the massive changes that occurred in Europe after the introduction of the printing press.
Before the press, literacy was largely confined to specialists - monks, clergy, and academics. Written man-
uscripts were usually read aloud in public settings. The press resulted in widespread literacy. It resulted in
a shift to private reading, as well as a focus on the private life of the individual. It is not surprise that the
growth reading coincided with the spread of Protestantism as well the expansion of science.

The shift from reading printed books to computer screens may result in similar social impacts. The
screen environment alters our intellectual experience, even if the words we read are the same. As the writer
Alberto Manguel recognized, “Reading a book is not perfectly equivalent to reading a screen, no matter what
the text.” Alberto Manguel, The Library at Night, 79 (2006).

A computer reading environment is different from a printed reading environment in five key
respects.

1. The Internet Is a Constant Source of Information, Entertainment, and
Distraction

Inside a computer reading environment, we have a limitless supply of information, nearly as big as
the collected body of human knowledge. “The volume of full text information that can be searched, browsed
and printed from...[a] desktop machine is now almost unimaginable.” University College of London, Infor-

mation Behaviour of the Researcher of the Future 8 (Jan 11, 2008), http://www.jisc.ac.uk/media/docu-
ments/programmes/reppres/gg_final_keynote 11012008.pdf.

The Internet has not only increased the availability of information, it has created more information.
In a paper world, there were significant barriers to publishing. It was expensive to publish a book. Publishers
chose which texts would be published, and which would not, thus screening and limiting the dissemination
of information.

Today, anyone with an Internet connection can publish on the web at no costs. Millions of Ameri-
cans have their own blogs or Facebook accounts, which make them their own private publishers. As a result,

the amount of information available increases dramatically every day.

For the computer user, this information is available with a few mouse clicks. The Internet is infor-
mative, entertaining, and distracting.

2. Search Engines Cause Us to Expect Information Quickly, Without Working to
Get It
Search engines like Google give us access to the limitless information available on the Internet.
They provide information instantaneously. And because searches are easy to formulate, they require very lit-
tle thinking to find information. See Nicholas Carr, Is Google Making Us Stupid?, Atlantic Monthly, July/

August 2008, available at http://www.theatlantic.com/doc/200807/google.
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As a result readers have begun to expect the same qualities in other sources of information. When
they approach a document, they expect to locate the necessary information in it as quick and easily as they
locate information through a Google search.

Computerized legal research has created the same expectation. Twenty years ago, most of us
researched cases in the digest. We had to start with the broad picture of the law. Only by understanding
broad legal principles, and the map of the law as reflected in the digest’s table of contents, could we then fol-
low the headnotes to find specific reported decisions that were governing precedent.

Computerized research now takes us to the specific precedent immediately. By inputting three or
four words to describe our issues, Westlaw brings us to specific sentences in the cases that use the word most
frequently. This experience causes most new researches to conclude that they have found the one or two sen-
tences that state “the law.”

Legal researches, like Google researchers, have come to expect to find the answer in a matter of sec-
onds, without working too hard to find it.

3. Screens Are Difficult to Read and Encourage Skimming

Computer screens are more difficult to read than paper. Studies show that, when we read word for
word, we read 10 to 30 percent more slowly on screens than paper. Sri H. Kurniawan & Panayiotis Zaphiris,

Reading Online or on Paper: Which is Faster?, August 2001, http:/users.soe.ucsc.edu/~srikur/files/HCIT_
reading.pdf.

What makes a screen harder to read? John Freeman suggests that the difference has to do with light.
Freeman, supra p. 5, at 15. Before computers, humans always read by reflected light. Our eyes are designed
to see reflected light, rather than looking directly at a light source, such as the sun. We see most of the world
using reflected light. The exception is when we look into an electronic device. A computer screen shines light
directly into our eyes. Id. It causes dried eyes, an increased blink rate, and headaches. Id.

It is no surprise that readers compensate for the more difficult screen environment by skimming
text to gather information more quickly.

4. Multiple Windows Promote Multitasking

Windows-based operating systems were an advance over DOS because they allowed users to run
multiple programs and processes at one time. Today, we take the ability of operating systems to multitask for
granted. It allows a user to open dozens of screens, and work in them, all at the same time.

Our traditional image of the reader is a person studying a single book. In contrast, Windows allows
readers to have a dozen books open in front of them. It creates more competition between texts for readers’
attention — and more opportunities for readers to be distracted.

5. Email Results in Fast Communication and Frequent Distractions

Email has become our primary method to communicate. In 2009, the average corporate worker
received 200 email messages each day. Freeman, supra p. 5, at 4. Workers spend more than 40 percent of
their work day sending and receiving emails. Id. at 5. And the number of emails that we all receive seems to
go up with each passing month.

Emails not only take up much of our time. They are a constant interruption throughout the day.
Email programs are designed to interrupt our thought with notification sounds and pop-ups. The result
of constant email notifications — and pressure to respond to emails quickly - is to prevent us from having
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extended periods of contemplation and focus. The result? “We work in the most distraction-prone workplace
in the history of mankind.” Freeman, supra p. 5, at 140.

l. The Paperless World Is Changing the Way We Read

When Europeans first began to use the printing press, the way they read changed. The press allowed
for fast production of longer texts. It greatly increased the number of books that people could read.

The availability of more texts encouraged more literacy and more reading. The kind of reading that
emerged was a solitary study of books — what technology writer Nicholas Carr refers to as deep reading. Carr,
suprap.7.

Today, as we move toward a paperless office, the way we read and think is changing. Our brains are
being rewired.

Carr noticed these changes in his own reading habits. As he found himself read more on computer
screens and less on paper, something happened to his mind: “I have had an uncomfortable sense that some-
one, or something, has been tinkering with my brain, remapping the neural circuitry, reprogramming the
memory....” Carr, supra p. 7. He was losing the ability to focus and concentrate: “What the Net seems to be
doing is chipping away at my capacity for concentration and contemplation.” Id. In contrast to book reading,
reading on computer screens promotes a style of reading that emphasizes efficiency and immediacy. Id. It is
very different from the type of deep reading people do when they spend more time reading printed texts.

By the end of 2008, I became aware that my own reading style was changing. I was doing up to 80 or
90 percent of my reading on a computer screen. With the switch to screens, I noticed a number of changes in
my reading habits:
1) I had difficulty reading long texts. Once an avid reader, I found that I rarely finished a book or
newspaper article. My focus and interest waned after a few pages.

2) I was skimming, not reading. I noticed that I rarely read any text line-by-line. Instead, I had
developed a habit of skimming — grabbing bits of information from a page, without reading the
whole page.

3) I had problems concentrating. As I worked, I was easily distracted by emails or news on the

Internet. At times, I would have to leave my desk and sit in a room without computers to accom-
plish important tasks that required focus and complex thought.

These changes not only affected the way I read, but the type of texts I wanted to read. I came to
appreciate short and simple texts. For pleasure reading, I sought out brief snippets of information on blogs
and websites, instead of reading longer books.

Studies demonstrate that my experience is not unusual. The way most people read has changed as a
result of reading on computers.

A. Screen Readers Do Not Read; They Skim

When reading on a screen instead of paper, most readers skim. Screen readers do not read word-by-
word, line-by-line. They move through a text rapidly, trying to gather information without reading the entire
text.

The best example of this phenomenon is shown by eye-tracking studies. These studies use video
cameras to track eye movements of readers as they read on computers.
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Eye-tracking studies demonstrate that screen readers skim the page in an F-shaped pattern. Jacob
Nielsen, F-Shaped Pattern for Reading Web Content, Jakob Nielsen’s Alertbox, April 17, 2006, http://www.
useit.com/alertbox.html (search for “f-shaped pattern reading”). Most readers first read a few lines across
the top of the page. Then they read headings, or first sentences, after a break in a text further down the page.
Finally, readers’ eyes skim down the left side of the text in a vertical movement. Id. The F-pattern looks some-
thing like this:

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXX

X

X

X

XXXXXXXXXXXXXXXXXXXXXXX

See id.
The F-pattern suggests that screen readers are more likely to:
1) Look for headings and summaries of content;
2) Read the first paragraph of a text more thoroughly than the rest of the text;
3) Read the first sentence of a paragraph, but skim the rest of the paragraph; and
4) Look for structural cues down the left side of the page. See id.

The most important lesson of the F-pattern is that screen readers usually do not read thoroughly. In
the study, almost none of the readers read all of the words on the screen. When words are located toward the
end of a paragraph, further down the page, or further to the right, they are less likely to be read. See id.

Another illustration of skimming is the problem of online libraries. Since Project Gutenberg began
in 1971, various organizations have attempted to make books available online in huge digital libraries.

The problem is that few people have the patience to read library books on a screen. This makes
sense. In an environment with so much information, and so many sources, the amount of time we are will-
ing to spend on one text is limited.

The aversion to long texts is shown by a study of readers’ use of a British Library website. When the
library studied how readers used academic texts online, it found few readers read them thoroughly. Instead,
readers 1) exhibited “a form of skimming activity,” 2) hopped from one source to another, and 3) read no more
than one or two pages before bouncing to another website. University College of LondoN, supra p. 6, at 10.

As the British Library study summed up this phenomenon:

It is clear that [computer] users are not reading online in the traditional sense; indeed there are
signs that new forms of “reading” are emerging as users “power browse” horizontally through
tiles, contents pages and abstracts going for quick wins. It almost seems that they go online to
avoid reading in the traditional sense.

Id. at 10.
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This switch to skimming or “power browsing” results from the nature of the computer reading envi-
ronment. First, computer readers are in a hurry. Steve Krug, Don’t Make Me Think, 22 (2d ed., 2006). They
have a lot of information available to them on the computer, and not enough time to read it all.

Second, it is harder to read line-by-line on a screen. This may explain why screen reading is slower
than paper reading. See Kurniawan & Zaphiris, supra page 7.

Skimming may sound lazy, even ignorant. Yet it is a necessary tool our minds have developed to
handle the information explosion and the demands of screen reading. Web users try to grab information rap-
idly so they can move on to gather other information. On a computer screen, the competition for a reader’s
attention is fierce.

B. Screen Readers Do Not Read in the Order We Expect Them to Read

Most legal writers assume that readers will read our writing in the order we intend — in a linear
fashion from the beginning to the end of the text. Yet screen readers do something different.

Studies of screen readers show that they do not read web pages in a linear fashion. 10 Principles
of Effective Web Design, Smashing Magazine, Jan. 31, 2008, http:/www.smashingmagazine.com (search
“effective web design”; then follow hyperlink under “10 Principles”). Instead of reading from start to finish,
web users’ eyes jump around the page, rather than reading across each line.

Steve Krug also notes that web users rarely choose the best option for finding information quickly.
Krug, supra p. 11, at 24. Instead, they “satisfice” — choosing the first reasonable option that might lead them
to the information they want. Id. Users satisfice because they are in a hurry to get information, and because
there usually is no penalty in guessing the wrong way to get it. Id. at 25.

For the legal writer, the challenge is to make important information so easy to locate and read that
readers cannot miss it. Even if readers jump around to different parts of the document rather than reading
straight through, the writer must ensure that readers do not miss the most important parts.

C. Screen Readers Are Impatient and Want Information Quickly

“Web users are impatient and insist on instant gratification.” Smashing Magazine, supra p. 12. The
reason for this impatience is simple. Life is too short and the Internet gives us too much to read. A legal doc-
ument may find it difficult to compete with the Internet for a readers’ attention.

Screen-reader habits such as skimming and satisficing reflect readers’ impatience. Readers want
information quickly and easily. Readers become frustrated when a text slows their reading speed, or requires
them to think more than is necessary.

Readers’ impatience creates another challenge for legal writers. A long and complex legal document
may take hours to read and fully absorb. The drafter must enable impatient readers to get the point of the
document in a matter of minutes. Impatient readers may not spend much more time than that.

D. Screen Readers Do Not Want to Do Extra Work to Get Information

Steve Krug’s landmark book on web design is named for the key principle for writing to the new
reader: Don’t Make Me Think. See Krug, supra p. 11. Krug explains that when a user looks at a web page:
“[I]t should be self-evident. Obvious. Self-explanatory. I should be able to “get it” — what it is and how to use it
- without expending any effort thinking about it.” Id. at 11.

The point is not that readers are unintelligent. Rather, they are busy and impatient. They want to get
the point as quickly as possible with the least amount of effort.
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This principle applies to legal writing just as it applies to web design. The goal is to communicate to
readers who do not want to spend much time or mental effort in reading your document.

There are a number of ways in which a legal document can frustrate readers. It may be difficult for
readers to locate the information they need in a document because it is not well labeled. Or readers might
have to read a complex sentence several times before understanding it because the structure is not clear. Or
the document may not spell out its meaning clearly. A contract provision may be ambiguous, failing to spell
out clearly the consequences of particular actions.

E. Screen Reading Promotes a Breath of Information, but Not Depth

An exchange with one of my partners reminded me of the difference between deep readers and
rewired readers. We had been exchanging emails about another lawyer, who referred to himself “humble.”
My partner said the lawyer was like Uriah Heep.

I had heard of Uriah Heep. I assumed he was a literary character. But I did not know the reference.

I Googled “uriah heep humble.” Within ten seconds, I found a web page explaining that Heep was a
character in Dickens’ David Copperfield, who repeatedly claimed to be “umble.”

Before the Internet, I would not have located this information so quickly. I might have had to ask
some friends. Or I might have taken a long trip to the library. With Google, I could “get” the reference in a
matter of seconds.

Yet the depth of my understanding through Google did not match the speed. I could not fully under-
stand the rich humor of the reference because I had not read David Copperfield. Unlike my law partner, I had
not spent hours absorbed in the novel, /iving with Uriah Heep. And because I spend so much time reading
online, I am unlikely to read David Copperfield anytime soon.

Google and power surfing give us access to much more information, more quickly, but with less
depth. As Carr argues, on the Internet it is harder to experience the process of discovery that we get when
reading a book. Carr, supra at 3.

The new readers are not the same as deep readers. They do not want to be immersed in our writing.
They do not want to spend hours poring over a legal document to absorb it fully.

New readers want the point. They want it quickly. And they do not want to have to work hard to get it.

F. Screen Reading Is Likely to Affect Legal Reading

Although it has been firmly established that screen reading is causing most Internet users to skim
text and avoid reading long texts, is there reason to think that the same thing is happening to judges and law-
yers? I know of no studies that track the eye movements of lawyers or judges. And it is doubtful that research-
ers will study specifically the reading habits of lawyers and judges.

Lawyers and judges do read differently from most people. We are trained to read a particular kind of
text — written opinions and arguments. Most legal texts tend to be long. We are specialized knowledge pro-
fessionals, used to reading long texts.

Yet lawyers and judges almost certainly will not be immune to the demands of the screen reading
environment. Skimming is a natural response to the over-abundance of information that exists in a com-
puter environment. Lawyers and judges, as knowledge professionals, are bombarded with even more infor-
mation than most other readers. To keep up, we may be forced to skim and look for the quick answer.
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In my personal experience, I found that the more I worked and read in a screen environment, the
more [ skimmed, multi-tasked, and gathered information rapidly. Not every lawyer who works regularly
inside a computer environment necessarily will have the same response. But studies show that this type of
behavior is the typical response of most humans to this environment. The F-pattern has been studied and
observed with professionals reading emails and electronic newsletters. It is hard to believe that lawyers have
some special immunity.

I suspect that most legal screen readers currently practice a hybrid of screen reading and deep read-
ing. They initially skim a text to determine what it is about and which parts, if any, will be useful. When they
find a useful portion, they may dig deep and focus line by line. I often find myself switching back and forth
between skimming and deep reading. I also suspect that, over time, as screen reading becomes the culture’s
default mode of reading, it will become harder and harder to read deeply.

IV. Usability Research Helps Us Write to the Rewired Reader

The bad news is that legal writing must change to adapt to the new reading. The changes in our
reading habits make traditional legal writing extremely difficult to use. Yet traditional legal writing contin-
ues. Over the past 20 years, the form and style of legal writing has changed very little. If anything, the wide-
spread use of word processing has made the average legal document longer and more complex. To be able to
communicate with rewired readers, lawyers must adapt to the new reading environment by changing the
way they write legal documents.

The good news is we have a large body of research about how to write for the new style of reading.
This research comes from the school of web design known as usability.

Usability is the study of how to make web sites easy to read. Research into usability has been well-
funded. As demonstrated by the success stories of Google and Amazon, the usability of a company’s web-
site can make the difference between failure and success. For this reason, the field of usability has done more
research than ever before about the way people read.

I first encountered usability research when I was designing content for my own website — a blog
about restaurants and food. As I began to apply usability tools, I had more site visitors. As the size of my text
shrunk, I found that the average reader spend twice as much time on my site.

Usability tools are also useful for legal documents. These tools can make a document easier to read.
And they make it easier to get the point quickly. These tools focus readers on the most important parts of a
document, so they understand the most important information.

A. Six Usability Tools Are Useful for Legal Writers

The following are six usability principles that are essential in writing to rewired readers. Although
designed for the new screen reader, they are not counterproductive for the paper reader. They make the legal
document easier to use, both for the rewired reader and for traditional readers.

1. Enable Skimming

It is important for every writer to understand that sometimes his or her reader will skim. This is not
necessarily a problem. A reader may simply have limited time available to read a document. For the writer, it
is important to convey the key message, regardless of whether the reader is skimming or reading deeply.
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How do we allow readers to skim? Research into the F-pattern suggests that skimmers focus on the
content that appears in particular places on a page. For a legal writer, the best way to emphasize important
content is to make use of text features such as:

1) Headings that summarize provisions;

2) Easy-to-grasp structure that allows readers to understand how the different parts of the docu-
ment fit together.

3) Using topic sentences — the first sentences of paragraphs to summarize the essence of a
paragraph.

Of these tools, the most important is the heading. The f-pattern demonstrates that one of the first
things web readers look at on a page is the headings. More than any other structural tool, headings help ori-
ent readers, structure their processing of information, and help them to understand what to expect from the
text.

For those reasons, headings in a legal document work best when they summarize the text that fol-
lows. Ideally, a skimmer should be able to read only your headings and get the point of the document. To
enable skimming, drafters should place the essence of key provisions in headings. The remainder of the text
is for elaboration and clarification.

On a more detailed level, key information should appear in the first sentences of paragraphs. Read-
ers are more likely to read the first sentence than the remainder of the paragraph, which should be for elabo-
ration and detail.

Skimmers also skim down the left side of the page to find structure. Id. To perceive structure, skim-
mers use cues such as:

1) Bullet points - suggest a listing of support or examples;
2) Numbered lists - suggest a purposefully ordered list of support or examples; and

3) Outlines - suggest the relationship between primary and secondary steps in the logic of the
document.

In particular, usability studies show that a reader’s attention is attracted by lists. Lists make a site
easier to skim, and easier for users to find the information they need. Id.

An illustration of the power of lists can be found in popular magazines. Articles have titles such as,
“10 Ways to Lose Weight.” Without the list format, a long discussion of these topics might be tedious. The list
makes the information easier to process.

An effective legal document uses this sort of structural cue to break up long paragraphs into easily
skimmed parts. And it enables the skimmer to quickly see the relationship between provisions and to under-
stand the document’s logic.

2. Omit-Needless Words

In the mid-20th Century, Strunk & White advised readers to “omit needless words.” William Strunk
Jr. & E.B. White, The Elements of Style 23 (3d ed. 1979). Today, web designer Steve Krug simplifies this
advice: “omit words.” Krug, supra p. 11, at 45.

The difference is a matter of degree. Rewired readers only absorb so many words. They need to read
the most important words.

Paradoxically, when I shortened the posts on my blog, I found that average reading time increased.
In other words, as I wrote less, readers spent more time reading.
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Krug suggests editing drafts of web pages by cutting half of all words. Id. at 45. This makes the use-
ful content more prominent. And it reduces the level of “noise” on the page. Id.

The importance of brevity for the new reader is demonstrated by Twitter. Twitter is a social net-
working site that prohibits messages longer than 140 characters and spaces. That is the equivalent of one or
two short sentences. Twitter is in tune with the demands of the new reader. It requires messages to be brief
because readers want short bits of information.

Of course, legal documents will never be as short as a Twitter message. An appellate brief, for
instance, often cannot be short. The lawyer must include all necessary authorities and evidentiary support.
But legal writers can learn from Twitter how to cut words and still provide the same information.

3. Do Not Force Your Reader to Do Extra Work

An effective legal document conveys information to readers without requiring them to work hard to
process the information. That does not mean documents should condescend to readers or treat them as unin-
telligent. Legal readers are intelligent. But our documents should not require them to do unnecessary work.

As an illustration, these are just a few things legal writers can do to make documents easier to read.

1) Make the logical structure intuitive. Usability teaches that a web site’s architecture should be
intuitive to the user. Smashing Magazine, supra p. 12. Similarly, the structure of a legal docu-
ment should be intuitively apparent. We accomplish this with tools, such as outlines and head-
ings that allow readers to perceive structure quickly. In longer documents, a table of contents
can serve as a summary of the document that shows the different levels of structure.

2) Avoid synonyms. Synonyms require readers to think unnecessarily. Consider a legal document
that refers to the “district court,” the “lower court,” and the “trial court.” All of these synonyms
may refer to the same court, but readers must to do some extra thinking to realize that the
phrases mean the same thing. A legal text is easier to follow when it repeatedly uses the same
words for the same things.

4. Make It Simple

One of the best lessons from Internet usability is the success of the most widely used web page ever
- Google. It dominates it the search engine market. Once, there was fierce competition among search sites.
Today, Google controls about 65 percent of the market for Internet searches.

The key to Google’s success is simplicity. Google’s homepage usually has less than 25 words. No sen-
tences. Most of the screen is white. Users find any information they want by typing a few words into a box
and pressing “Search.”

The woman responsible for keeping Google’s homepage simple is Marissa Mayer. She explained why
the page is so effective:

Google has the functionality of a really complicated Swiss Army knife, but the home page is our
way of approaching it closed. It’s simple, it’s elegant, you can slip it in your pocket, but it’s got
the great doodad when you need it. A lot of our competitors are like a Swiss Army knife open -
and that can be intimidating and occasionally harmful.

Linda Tischler, The Beauty of Simplicity, Fast Company, Nov. 1, 2005, available at http:/www.fast-
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If we want to make legal documents more useful to our clients, we need to think of them in the same
way. A contract may address a complex subject. It may need to anticipate a number of different scenarios.
And it may have to be long. But to make it easy to use, it must be easy for rewired readers to approach.

These are some suggestions for making a document simpler:

1) Follow conventions. For instance, most legal readers assume a memo will contain the tradi-
tional sections: the to and from addresses at the top of the page, the issue, the short answer, and
the discussion. Satisfy readers’ expectations by following the conventions.

2) Use parallel structures. For instance, when a series of sentences repeats the same words, read-
ers can follow the structure more easily of those words appear in the same location in each
sentence.

3) Avoid unusual fonts or fancy formatting They only distract your readers.

4) Use ordinary capitalization. Sentences are harder to read when a writer uses all caps or capi-
talizes the first letter of every word.

5) Use simple sentence structure. A long sentence with a simple structure is harder to read than a
short sentence with an easy structure.

6) Do not use unnecessary words. When readers have to read unnecessary words, they resent
having to work harder to get your point.

A simple document requires less thought to use. It allows readers to focus on the core of message of
the document. And as a result, a simple document can be much more useful.

5. Use White Space

White space is any blank part of a page. Robert Hoekman, Jr., Designing the Obvious: A Common
Sense Approach to Web Application Design, 214 (2007). Usability studies have demonstrated that white
space has a great effect on how much a user enjoys reading a page. Id.

This makes sense. White space gives our eyes and brain a rest. It is a pause.

Writing Professor George Gopen explains that readers must summon certain a certain amount of
energy to begin to read any sentence or paragraph. George D. Gopen, Expectations: Teaching Writing from
the Reader’s Perspective 19 (2004). Gopen compares this energy to taking in a breath. Id.

This helps explain why unnecessarily long or complex sentences and paragraphs are hard to read.
The brain needs a rest between thoughts. If the sentence or paragraph requires too much work to read, read-
ers run out of breath.

This problem is amplified in a computer reading environment. Reading from a screen is difficult -
more difficult than reading from paper. Readers prefer even more frequent breaks between paragraphs than
they do when reading from paper.

Eyetracking studies show that people spend more time actually reading shorter paragraphs than
longer paragraphs. Steve Outing and Laura Ruel, The Best of Eyetrack III: What We Saw When We
Looked Through Their Eyes, http://penplusbytes.blogspot.com/ (search for “best eyetrack III”). Short para-

graphs receive twice the overall eye fixations as longer ones. Id.

Large, uninterrupted blocks of text can push a reader to skimming, or to stop reading. The problem
is the lack of white space. To stay fresh, readers need something like a chapter break at least every few pages.
In a contract, this can be achieved by a new heading that separates one section of the contract from another.
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Readers also need frequent paragraph breaks — at least every one-third of a page. And readers appreciate a
short sentence.

6. Put the Most Important Content in the Top Left of the Page

The F-pattern of web reading suggests that readers’ eyes gravitate to the top left of a page. See
Nielsen, supra page 10. Readers are far less likely to read content toward the bottom right side of a page.
Rather, their eyes tend to skim the lower portions of a page seeking something to grab their attention. Outing
and Ruel, supra.

For legal writers, this means that important headings, such as the beginning of a new section,
should appear toward the top of a page when possible. If a new section falls toward the bottom of a page, the
writer should insert a page break, leave a space at the bottom of the page, and start the new section on the
next page.

B. In the Future, Appellate Briefs Should Start to Look More like Web Pages

These are times of transition. It is hard to predict exactly how screen reading will affect the appellate
brief. But in all likelihood, legal arguments will be redesigned to meet the needs of screen readers.

In the near future, we should expect to at least see more headings, more visible structure such as
lists and bullet points, and shorter paragraphs. These changes will not impede deep readers, but they will
make appellate briefs easier for both types of readers to read.

In the distant future, e-filing and e-reading may lead legal writers to abandon the metaphor of paper
for legal arguments. In other words, legal writers may redesign legal briefs and motions to fit a horizontal
screen rather than a vertical piece of paper. Also, individual long-text briefs are likely to be broken into sep-
arate, short web pages for each separate argument, linked together by a navigation pane. Because briefs will
be filed and read electronically, there will be little reason other than tradition to make briefs look more like a
type-written document rather than a web page.
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Employer-Owned Portable Electronic Equipment and
Employee-Generated Electronic Communications:
What Is an Employer to Do?

. Introduction

Question: How can an employer reasonably exercise its rights to access employee electronic com-
munications that are generated either to or from equipment that is owned by the employer?

Answer: By setting expectations, communicating those expectations, and consistently holding all
employees accountable. This is the basic premise of everything strategic human resources management is
focused on. And this topic is no different.

For the rules of engagement to be enforceable, they must be defined and communicated. The accept-
able use of employer-owned electronic devices by employees must include the organization’s expectations for
behaviors that are associated with social networking, texting, instant messaging, Internet browsing, email,
voice mail, and paging, as well as the organization’s intentions regarding electronic monitoring of the equip-
ment and the social networking behavior that accompanies the use of that equipment.

This paper will include research that focuses on four key areas:

« Organization tolerance for and attitude regarding employee use, both on and off the job, of

employer-owned electronic devices

« Development of an organization policy that details acceptable use of these employer-owned elec-

tronic devices, both on and oft the job

« Written communication of the policy

« Probable shift in organizational culture relative to defined tolerance and methods for
accountability
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Employee Use of Social Media: Laws Fail to Keep Pace with Technology

By Joanne Deschenaux, J.D., Society of Human Resource Management'’s senior
legal editor. From SHRM on-line. 3/16/2011.

When considering workplace privacy rights in the age of Facebook and Twitter, “we
are not walking on paths of concrete, we are walking on paths of shifting sand,” John
Quirke, an attorney with Archer & Greiner in Haddonfield, N.J., told attendees March
14, 2011, at a session of the Society for Human Resource Management’s
Employment Law and Legislative Conference. The laws impacting employee use of
social media are not keeping pace with the technology, he said, and what we think are
best practices today might change tomorrow. However, while “we recognize the
uncertainty,” HR should go forward based on what we know now, he advised.

“And good luck prohibiting all use of social media at work,” he added. Such an
approach is unlikely to be successful, especially considering the proliferation of
“smart” phones that employees can easily use to access social media sites during
working hours.

Concerns About Employee Use

Social media are defined as “any web-base applications that allow people to
broadcast information to an entire network.” The network can be “user-defined,”
like Facebook, or open, like YouTube. Social media differ from e-mail and
websites, and include LinkedIn, Facebook, Twitter, Myspace, YouTube, and
various web logs or blogs.

Employers should be concerned with what employees are posting about their
companies, Quirke stressed. For example, as to employee use of LinkedIn, is the
posting professional? Is it consistent with the company website? “You have to
train employees how to communicate on LinkedIn,” he noted.

Similarly, as to Facebook, are employees posting negative comments about your
company? Facebook currently has about 500 million users, Quirke said, so
whatever is posted may be widely read. “It makes sense as we go forward, if we
can keep business and personal separate,” he noted, and it’s a good idea to train
employees to keep them separate as much as possible. In addition, it’s not a good
idea for supervisors to friend subordinates, he advised. There is certain
information “you just don’t want to know,” he said.

On Twitter, the release of information is instantaneous. And, due to the ability to
forward messages, “you lose control of the message almost instantly.” Further, the
short, quick nature of the medium invites people to send “venting” messages they
might regret later, Quirke pointed out.

And, at the opposite extreme, because of the length of blogs, “you can do
significant damage” with what you write, he added.
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Privacy Laws Governing Social Media

The laws that may impact on workplace use of social media include the
following:

e The Stored Communications Act (SCA).

e The Fair Credit Reporting Act (FCRA).

e The Genetic Information Nondiscrimination Act (GINA).
e Common law privacy principles.

If you use a third party to do background checks that include viewing employees’
social media posts, the FCRA requires that you first obtain the applicant’s
consent.

As to GINA, although the law is well-intentioned, Quirke said, the regulations
prohibit any questions that can get at someone’s genetic information. GINA can
be implicated, therefore, if on someone’s Facebook page, he or she begins talking
about health information.

The SCA protects the privacy of electronic communications while they are being
transmitted. So, for example, you cannot listen in on an employee’s phone calls or
access unopened e-mail, Quirke explained. However, the law allows interception
of communications with the employee’s consent, either actual or implied. And,
further, the SCA is not violated if someone intentionally accesses an electronic
communication that is readily accessible to the general public. This means,
Quirke said, if something comes up during a Google search, it is not protected by
the SCA.

At common law, “privacy” is the legal right to be left alone. There are various
forms of this right, but the one most implicated by use of social media is the
“intrusion upon seclusion.” One who intentionally intrudes physically or
otherwise upon the solitude or seclusion of another or his private affairs or
concerns is subject to liability to the other for invasion of privacy if the intrusion
would be highly offensive to a reasonable person.

Is use of social media a protected privacy interest? Quirke asked. “It’s only a
matter of time before a court says it is not private,” he said, because of how many
people can access most postings.

“Common-law privacy is context-specific,” Quirke emphasized. “Employees have

as much privacy as you let them think they have.” Privacy is a contractual right,
which an employee can bargain away, he noted.
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What Can HR Do?

Quirke made a number of suggestions for the HR practitioners in the audience.
First, he suggested the adoption of a strong “lack of privacy” policy. Make clear
to employees that they have no expectation of privacy while at work, he said.
Next, clearly state to employees that the employer has the right to monitor all
communications. When cell phones or computers are issued to employees,
provide a “lack of privacy” policy, noting that “it is impossible to guarantee that
any information sent on work equipment can remain private, he added. The
privacy policy should be strict, with no exceptions, and the policy should be
specifically mentioned in any employee handbooks.

Quirke also suggested the formulation of a specific policy regarding the use of
social media. This policy should first define social media. Then it should state the
employer’s position on the use of social media to discuss the company. Prohibited
topics should be specifically identified. Employees should be encouraged not to
mix business with personal postings. “Ultimately, the ‘keep it job-related mantra’
needs to come into play,” Quirke concluded.

Recruiting Strategies for Social Media

By Pamela Babcock, a freelance writer based in the New York City area. From
SHRM on-line.11/22/2010.

In the not so distant past, recruiters and staffing managers pored through resumes,
posted on job boards and hosted expensive job fairs in top markets to find
candidates and fill jobs. Now, they might interact with social network site users
by posting a challenging technical question, then contact individuals who provide
the best answers to discuss a potential job.

A growing number of recruiters and organizations are turning strategically to
LinkedIn, Facebook, Twitter and more obscure niche social networking sites to
extend their global reach, speed recruitment sourcing and cut costs. Many such
channels are largely free, but the process is not without its misconceptions and
potential pitfalls.

“The most effective social media recruiting applies the elements of smart social
media practice in general,” said Sherrie A. Madia, Ph.D., author of The Social
Media Survival Guide. Madia said the key is not to limit yourself to one network;
effective talent sourcing is about “networking the networks” to provide entries for
talent across communities and platforms that allow recruiters to target pools of
potential applicants with greater precision.
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Researching blogs, niche communities and groups within networks can give HR
information “to plant content seeds within these sites to attract more-qualified
applicants,” Madia said. To remain competitive, companies that have not yet
migrated their recruiting program to social media platforms should explore social
media “as at least one component of the broader strategy,” she added.

Many Strategies Are ‘Aggressive and Ongoing’

Many companies already have opted for an “aggressive and ongoing” presence on
large social networking sites as well as on some small, more-targeted sites, Madia
said. One trend is to post top positions on a corporate blog with a link to the
company’s Facebook and LinkedIn pages.

“Each of these come with the added benefit of shaping a broader corporate
footprint in the social media space,” noted Madia, who is director of
communications at the Wharton School of Business at the University of
Pennsylvania in Philadelphia.

In the past two years at Raleigh, N.C.-based Red Hat Inc., social media have
moved from a peripheral part of the open source solution provider’s recruiting
efforts to “the central component,” according to L.J. Brock, senior director of
global talent acquisition. The company uses Facebook, Twitter and LinkedIn to
build its employment brand and to raise awareness. In addition, it uses LinkedIn
to source candidates directly.

The strategy “has significantly reduced our need for the use of traditional job
boards,” Brock noted.

In the past, Red Hat had relied largely on outside search partners to supply top
talent. But using the LinkedIn Recruiter platform, its recruiters have access to a
growing database of more than 80 million members in 200 countries. Brock said
75 percent of Red Hat hires had LinkedIn profiles before they were hired, which
he said “is a leading indicator someone is right for our company.”

Red Hat identifies roles and regions where LinkedIn is most effective “based on
historical tendencies and job seeker patterns” and uses that information to design
targeted candidate sourcing strategies. For tough-to-fill positions, the company
might post questions in LinkedIn groups “that only a truly qualified candidate
could answer,” then contact the person who best answers the questions as either a
candidate or a source for other candidates, Brock explained.

In Germany, the company uses a social networking platform called Xing to
accomplish the same results, he added.
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Realizing Tangible Benefits

Brock said that by using social networks for recruiting, his department has
improved client satisfaction scores significantly and has improved the value that it
brings to the business while reducing the cost of recruiting.

A 2009 SourceRight Solutions survey of 306 U.S. HR managers found that
controlling costs and hiring matters were top of mind. When asked what their top
HR concern is over the next few years, 52 percent said it was keeping
employment costs under control while 29 percent said it was finding
qualified/skilled workers. Turnover/retention and recruiting top talent at all levels
were cited by 23 and 22 percent of respondents, respectively.

Red Hat recently re-launched its employee referral program to encourage
employees to use LinkedIn to “act as an extension of our recruiting team,” Brock
said. While historically referrals meant someone an employee could “specifically
comment on or vouch for,” the company now pays employees for leads from
social networking sites, albeit at a lower level.

Brock emphasized that companies should give people a reason to follow their
social media “beyond job listings.” Among other things, Red Hat has a corporate
and news blog, internal teams are invited to expand on their developments via
blogs, and several internal groups at Red Hat maintain Twitter accounts.

Measuring ROI

Madeline Laurano, principal analyst for sourcing, recruiting and talent planning
for Oakland, Calif.-based research and advisory services firm Bersin &
Associates, said that about 70 percent of U.S. organizations use social networking
sites for talent acquisition. But one challenge is truly understanding the value of
the process and knowing “how to find that ROI.”

She cited the following organizations as having “best practice” social media
recruitment strategies:

Novartis filled 40 “tough-to-fill” roles—many in its vaccines and diagnostic
departments—while reducing time-to-fill by 20 percent and ensuring that 40
percent of new hires were diverse candidates.

Allstate officials said social media helped it shift from an outsourced recruiting
model to a centralized recruiting model with eight internal sourcers and 30
recruiters.

Invensys has saved $4 million in talent acquisition and aligned this function with
the overall business strategy.
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Do’s and Don’ts

But Madia says plenty remains “new and untested.” Here are some do’s and
don’ts:

Don’t eliminate existing recruitment channels “in favor of a strict diet of social
media. Test the waters by turning on social media enhancements, then turn
elements up or down based on initial learnings,” Madia said.

Do create an engagement process before launching any networks. Create a job-
applicant process that directs the right people seamlessly from a Twitter stream, to
a Facebook page to your corporate web site in order to download an application.
Companies that fail to fine-tune the process risk “letting qualified applicants slip
through the cracks,” Madia cautioned.

Do use an applicant’s social media savvy as one indicator in your search, but
don’t make it the only criterion. Some companies require an applicant to have a
web site for his or her resume or a minimum number of Twitter followers. Even if
the job is specific to these skill sets, assessing a candidate solely on his or her
activity within this space “is short-sighted and may cause you to overlook real
talent,” Madia said.

Develop a Plan

Madia said the key to developing a social media recruiting plan is to “test as you
go” and to compare results with other recruiting strategies based on things like
viable applicants, response rates and quality of candidates.

She added that HR should work on its recruitment strategy with marketing, public
relations, customer relations and internal communications “to derive resource
sharing in terms of content and results in the form of top hires and top PR for a
company that knows how to position itself in the online space.”

In the end, SourceRight Solutions Director Dan Oakes said in a November 2010

webcast about the subject, that it all boils down to this: “Social media is changing
the way people find jobs. Are [recruiters] changing the way [they] find them?”

Social Media Tools Redefining Learning in Organizations

By Theresa Minton-Eversole, an online editor/manager for SHRM. From SHRM
on-line. 5/18/2010.

CHICAGO—The weather greeting attendees here at the American Society for
Training & Development (ASTD) International Conference & Exposition might
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have started out cold and wet, but the subject of how social media can and are
changing the face of learning was “white hot.”

It’s not necessary to measure everything the training function does if whatever
that happens to be is seen as valuable and relevant to the company, said Rob
Lauber, YUM! Brands executive and chair of the ASTD board of directors, on
May 18, 2010, in his opening remarks.

“Learning evaluation is failing today’s organizations,” Lauber said. “We’re
spending money measuring the wrong things, like [training] participants’
reactions, which is irrelevant to a company. Instead of spending all this time
proving ROI, we should be trying to increase our relevance to our companies by
aligning our training outcomes to our organization’s business goals.”

And, ready or not, he said, social media tools are beginning to redefine the
relevance of social and formal learning in organizations.

Bright, Shiny Objects

Keynote speaker Charlene Li, founder of Altimer Group, explained to a rather
apprehensive crowd of approximately 8,500 trainers that social technologies
aren’t just bright, shiny objects to wow us. She said these new social technologies
transform the nature of relationships, and with that transformation comes a need
for new skills—skills necessary to be able to lead in this new environment.

The “open” leadership model that’s needed to help organizations enhance
relationships to foster collaborative learning requires companies to give up the
command-and-control style of management, Li said.

“But how do you give up control and still be in command?” she asked. “The
answer is based in the fundamentals of sharing. Nothing is more human than
sharing and engaging with others.”

Li said there are five levels of engagement when it comes to social media-driven
learning: Watching, sharing, commenting, producing and curating.

“So many people are creating content and sharing it so responsibly,” she said,
adding that trainers should be focused on using their expertise to find meaning in
all this and building greater dialogue around what it is employees (and customers)
want and how that can be achieved.

“Many of us don’t like being ‘messaged’ or talked at,” she said. “It’s important to
build dialogue all the time through the use of social media tools,” to enhance
social learning and to connect it to formal learning.

Li shared a story about how her brother, an anesthesiologist for a remote hospital,
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accomplished this. She said he had read and studied how to handle a particular
procedure but had never seen it or done it himself. One day he called her to say he
finally figured out how to do it—by watching a YouTube video.

“I said, ‘I don’t know if I ever want to be your patient!” ”

From a training perspective, his hospital hadn’t designed specific formal training
to teach him that. But she said it was a powerful example of how people can use
social media tools to connect the dots of their formal and informal learning to
improve their performance.

“It’s not so much about controlling learning as it is about enabling learning,” she
added.

Li said there are things companies can do to create the kind of “open leadership”
that’s needed to support such social learning.

“You have to create your own groundswell,” she said. “Open up new relationships
and align your [training] goals with the company’s business objectives. Find a
problem area where trust and open dialogue will help resolve it and enable that to
occur.

“Open leaders believe that if you give employees power, they’ll do good with it.
These leaders have collaborative skills and know how to balance the limits of safe
openness,” she said.

Companies have to embrace failure as well, she said. “To be good at success, you
have to be good at failure—embrace it and learn from it.

“The best relationships can weather storms,” she said, “The best things happen
when people take risks, and you’re there to pick them up when they fail.

“Be open and define clearly the boundaries and rules of play” when it comes to

adopting social media tools, she said. “Also define the consequences for not
following these rules.”

Report: Social Media Can Disorient Employees

By Kathy Gurchiek, associate editor for HR News. From SHRM on-line.
11/15/2010.

Many employees are caught in a communications vortex as they struggle to keep
up with their e-mail and monitor social media, according to a new report, The
New New Inbox—How E-mail and Social Media Changed Our Lives.
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The effect of all these channels of communication—Facebook, LinkedIn, Twitter,
blogs, YouTube, Google and Yahoo groups, RSS feeds, Delicious bookmark—is
a workforce that is “scattered and disoriented,” said Pierre Khawand, founder and
CEO of People-OnTheGo, which conducted the survey.

The survey was conducted during summer 2010 with 1,000 business professionals
from the U.S. Many respondents were from Generation X (47.2 percent) or were
Baby Boomers (40.7 percent).

While social media can create opportunities for organizations, it is “misused and
contributing little to productivity” and shrinking the bottom line, Khawand said
during a Nov. 11, 2010, webcast. People are spending, on average, more than 4.5
hours a day on e-mail and social media combined.

In fact, 39 percent said their use of social media at work is more for personal than
work reasons vs. nearly 33 percent who use it more for work than personal
reasons. A smaller percentage (21.4 percent) said their social media use is
completely for personal reasons; 6.8 percent use it only for work.

And there is a social media “divide” among generations and work functions,
according to the 213-page report. Sales and marketing professionals, for example,
seem to have adopted social media significantly more than top management and
administrative professionals.

Other findings:

o E-mail usage during work outweighs social media 3-to-1. Twitter has little
traction except among Generation Y.

o Nearly one-fourth of business professionals check inboxes as soon as new
information shows up.

» Social media use is on the rise—58.5 percent check Facebook regularly,
and nearly 50 percent check LinkedIn regularly. About 23 percent check
Twitter, and 22 percent read blogs.

« People spend an average of 3.27 hours per day on e-mail alone.

e Generation Y spends an average of 1.8 hours per day on social media;
Generation X, 1.2 hours; Baby Boomers, 1 hour; and Traditionalists (older
Americans), 0.59 hours.

o Employees at companies with fewer than 1,000 workers seem to have
adopted social media more than those at large companies.

Social media presents opportunities for businesses—allowing workers to connect,
share information and collaborate with team members and others across their
organization, according to the report.

This can translate, Khawand said in the report, “into a myriad of business
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applications, including market research, public relations, marketing, recruiting ...
undertaking new business ventures and having valuable exchanges of all sorts.”

There are challenges for HR and IT, including legal and security risks, the need to
make new decisions about how to manage and balance work and personal use of
these platforms, and the inclination to interrupt work constantly to keep up with
the incessant flow of information, Khawand said.

“The one responsibility that this puts on HR is really jumping into social media
and becoming more knowledgeable and providing the guidance for the workforce
on how to maneuver this world of social media in a way that is more productive,”
he said during the webcast.

Instead of avoiding social media, HR can use it to help with recruiting and other
applications that can benefit an organization, he noted.

“It puts some interesting tasks in front of HR, like updating some of the policies
and some of the training and education, but it’s more in terms of leveraging it and
guiding everyone on how to [use] it in a productive way.”

Among recommendations for organizations from People-OnTheGo:

e Have HR and IT conduct training on the various communication platforms
and how to leverage them.

o Look for tools and technologies that can help streamline inboxes.

e Have clear guidelines on social media.

o Have clear guidelines on social media use but look for ways to harness it
S0 its use helps the organization.

» Identify selected applications, experiment and gain experience with social
media, and collect real data.

e The extent of a social media initiative should be proportional to the extent
that the company’s customers, partners and those who are influential in the
industry are involved in social media.

e Involve customers, partners and those who are influential in the industry
that can help steer the initiative in the right direction.

e Encourage those who are savvy users of social media to mentor others as a
way to increase collaboration.

Mark Bennett, product strategy director at Oracle who was among the webcast
speakers, noted that HR professionals need to embrace social media in a way that
benefits their employers.

While Bennett says it’s good to have a social media policy, he added that it’s a
mistake to think that merely having a policy is sufficient. He recommends using
employees to help devise a strategy that’s right for the organization’s use of social
media.
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“The opportunity is that once organizations integrate social media more and more
into the way they do work ...we’re going to have a much better insight into what
our workforce is capable of doing” and benefit from employees who are tapped
into social media.

New Regulations Make Social Usage Policies More Imperative
Business and personal usage of social media tools collide; policies take on new
urgency

By Dave Zielinski, a freelance writer and editor in Minneapolis, Minn. From
SHRM on-line. 6/8/2010.

New guidelines make it important that employees know their social media
policies by heart, said attorney Clyde H. Jacob Ill, director of the New Orleans
practice of law firm Coats Rose, who spoke about the topic during a recent SHRM
Online webcast.

Two studies underscore a growing problem. According to the polling firm
YouGov, 42 percent of office workers between the ages of 18 and 29 discuss
work-related issues on blogs and social networking sites. But an April 2010 study
sponsored by the Chubb Group of Insurance Companies found that 64 percent of
surveyed organizations don’t have a policy guiding how employees should talk
about their companies on such sites.

Given recent developments in social media policies, employers should consider
reviewing or updating them, Jacob said.

Disclaimers on Postings

In 2009 the Federal Trade Commission (FTC) issued new guidelines stating that
those who endorse products or services on blogs, Twitter or Facebook must
disclose any “material connections” they have with the endorsed company, which
can include payment or free products and services.

How does this affect employees who discuss their jobs on social networks?

“The guidelines suggest employees must disclose employment relationships when
commenting about their employers’ products or services online,” Jacob said
during the webcast, titled “What Web 2.0 and Social Media Mean for HR.”

Companies are paying heed. For example, in its social media policy, Best Buy,
the electronics retailer based in Richfield, Minn., states: “If you talk about work-
related matters that are within your area of job responsibility you must disclose
your affiliation with Best Buy. When commenting on the business, unless
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authorized to speak on behalf of Best Buy, you must state that the views
expressed are your own.”

In a presentation to the IAPP Global Summit in April 2010, Kimberly Cilke,
assistant general counsel for The Go Daddy Group Inc., said company policy is
that only authorized employees can post on behalf of the company; all other posts
require “personal opinion” disclaimers.

Duty of Loyalty, Disparagement

Employees who disparage the organization or its leaders online can be subject to
fines or worse. Jacob points to the case of former San Diego Chargers football
player Antonio Cromartie, who tweeted in August 2009 that he thought the poor
quality of food served to the team contributed to it not making the Super Bowl in
years past. Cromartie, who has since been traded to the New York Jets, was fined
$2,500 by the team for his comments.

More recently, a waitress in North Carolina was fired after complaining on her
Facebook page about a “cheap” $5 tip she received from a couple who sat at her
table for three hours.

“It’s one thing to go home and grumble to your family or friends about your
company or boss, another thing to put that commentary online,” Jacob said.
“When we talk face to face we tend to be careful about disclosure, but when we
are writing online we are often more lax about it.”

Policies should include restrictions against sharing confidential information such
as nonpublic operational and financial data, Jacob said, as well as posting video
shot from camera phones at company Christmas parties or picnics.

Consider Union Surveillance

Monitoring union employees’ use of social media sites can violate a section of the
National Labor Relations Act that prohibits employers from interfering with an
employee’s right to engage in union activity, Jacob said. That section includes
surveillance of union activities.

A recent administrative law decision is instructive here, Jacob said. In that case a
judge ruled that a manager had not participated in surveillance simply by
observing union activity on a social media site. But “should he have commented
or mentioned to another employee that he had seen something there, that would
have constituted surveillance,” Jacob said.

Jacob stated that if companies are going to implement social media policies they

might have to negotiate with unions over them, depending on management rights
clauses.
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Avoid ‘Friending’ on Facebook

The act of employees “friending” other employees on Facebook poses potential
legal hazards. Suppose, for example, a manager accepts a Facebook friendship
request from a subordinate and at some point comes across information on the
subordinate’s profile page related to a medical condition or sexual orientation. If
that employee is fired, he or she might have grounds for a discrimination lawsuit
based on that manager’s access to personal information protected by state or
federal employment laws.

Jacob said that this issue is clear for organizations.

“Under no circumstances do | believe a supervisor should ever ‘friend’ a
[subordinate],” he said.

Organizations are increasingly factoring information found on social networks
into hiring and other personnel decisions. To provide legal cover for monitoring
employees’ use of social media, Jacob said, some companies have candidates or
employees sign forms stating that information about them on social sites could be
used in those decisions.

Beware Online Recommendations

Giving recommendations to co-workers via social sites raises issues that should
be addressed in social media policies and related training.

Consider this scenario: A sales manager “recommends” one of his sales associates
through a popular LinkedIn feature that encourages such pats on the back. But a
month later that employee is fired. If he files a wrongful termination lawsuit, he
might be able to use that LinkedIn recommendation as evidence that his
performance was good, Jacob said.

“You want to let employees know it could appear as if the company is endorsing
their LinkedIn recommendation of individuals,” Jacob said.

Keep It Professional

Organizations continue to face the problem of “cyber-loafing,” or employees
using social media sites during work hours to post updates or keep abreast of
friends’ activities rather than for business purposes. Jacob said companies would
do well to emulate IBM’s simple but effective policy regarding the issue:

“Don’t forget your day job. Make sure your online activities never interfere with
your job or your commitment to customers.”
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Gender, Nationality Affect Gen Y’s Attitude Toward Mixing Social Media,
Work

By SHRM Online staff, from SHRM on-line. 2/14/2011.

Women who are members of Generation Y are more hesitant about mixing their
work and social media lives than their male counterparts, according to a new
global survey.

While that gap between male and female attitudes is consistent among
those surveyed in the United States, the United Kingdom and Canada, women in
the U.S. are far more open to mixing work and social media.

The findings released in January 2011 are from Decoding Social Media @ Work,
a report that summarizes the results of a survey conducted July 30-Aug. 27, 2010,
with 4,612 social media users ages 15 through 34 in the three countries. The
findings are part of a larger study, Decoding Digital Friends.

Among all respondents, 64 percent said they are careful about what information
or feelings they share with others on their social media sites, including Facebook,
Twitter and YouTube.

The survey found that women and men in the U.K. and Canada are far less
agreeable than women and men in the U.S. as to whether companies should allow
employees to use social media at work:

In the U.S., 38 percent of women and 46 percent of men think companies should
allow social media use at work. In the U.K. and Canada, 26 percent of women and
36 percent of men think companies should allow this.

Women and men in the U.S. were more open to the idea of potential employers
seeking them out through social media than women and men in the U.K. and
Canada. In the U.S., 41 percent of women and 49 percent of men were satisfied
with this idea; in the U.K., 27 percent of women and 38 percent of men were OK
with it; and in Canada, 28 percent of women and 39 percent of men were
agreeable to the idea.

However, respondents in the U.K. had a higher percentage of people in their
social network who were from work—25 percent vs. 20 percent of U.S.
respondents and 19 percent of Canadian respondents.

Women and men in the U.S. were more open than their counterparts in the U.K.
and Canada to the idea of potential employers viewing their online social media
activity. In the U.S., 39 percent of women and 45 percent of men were OK with
this idea; in the U.K., 24 percent of women and 34 percent of men were satisfied
with it; and in Canada, 25 percent of women and 33 percent of men were fine
with the idea.
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“These findings don’t mean that companies shouldn’t use social media,” noted
Robert Barnard, CEO of London-based Decode, which conducted the survey. “It
just means that they should be more careful [thinking] that it should work for
everyone” in Generation Y.

The gender gap, for example, might be attributed to women trying to maintain a
separation between work and personal life, and they might consider social media
use as “their play time,” he told SHRM Online.

Be More Precise

HR directors and recruiters should be more precise about how they are building
their recruitment strategy and who they are building it for, Barnard pointed out.
“Think much more clearly how you’ll use social media ... to target the right
group of candidates [you’re] looking for,” he said.

He suggested looking to recent Generation Y hires that use social media to help
the organization with its recruitment strategy. “Turn them into investigators and
find out what’s going on” inside and outside of the company regarding this
group’s view toward social media and work, he said. “Get some champions who
want to do it right”—and ask them to help find the solution.

“When you ask them to create a solution, they tend to give you a slightly different
answer because they have more invested,” he said. “They’ll put a lot of time into
thinking about what they want to create.”

Other Steps to Take

Barnard suggests that employers take the following actions:

*Compare the number of interactions on the company’s Facebook page with those
on the company’s website.

*|dentify barriers to social media use. The group most likely to figure this out will
be recent hires.

*Ask employees on the next satisfaction survey whether the employer should
allow social media use at work, whether the employer should seek job candidates
through social media and whether the employer should be able to view online
social media activity.

*Consider asking people applying through the company’s online site for
permission to contact them through social media and/or view their online activity.
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National Differences

The survey found cultural differences among members of Generation Y.
Respondents in the United Kingdom, for example, are far less supportive of social
media in the workplace than those in the U.S.

The tech-driven culture in the United States is something employers would be
wise to consider when creating global recruitment and retention strategies.

Surprisingly, high school-age respondents in the U.K. and Canada were the least
agreeable to the idea of employers allowing employees to use social media at
work—only 25 percent of those in the U.K. and 28 percent in Canada said they
think companies should allow this.

In the U.S., 42 percent of respondents in this age group agreed that companies
should allow employees to use social media at work.

High school-age respondents in the U.K. were more conservative than their
counterparts in Canada and the U.S. when asked if they were open to potential
employers seeking them out through social media—only 29 percent in the U.K.
vs. 34 percent in Canada and 45 percent in the U.S. are fine with this.

And only 25 percent of high school-age respondents in the U.K. and 28 percent in
Canada are open to potential employers looking at their online social media
activity; 42 percent in the U.S. are OK with this.

Finally, remember that Generation Y covers high school students, recent college
graduates, young singles, young couples and young parents.

The older members of Generation Y were much more open to mixing work and
social media than their younger generational counterparts, according to a news
release.

“There are sort of these big, overreaching assumptions about each generation,”
Barnard said. Assumptions about Generation Y’s view toward work and social
media use may be “true for some but not necessarily true for all.”

Ready for ‘Bring Your Own’ Computers?
As employees use their computers, security and data ownership issues surface

By Dave Zielinski, a freelance writer and editor in Minneapolis. From
SHRM on-line. 4/20/2011.

Glance around your office and you are likely to see more laptops, iPads and
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smart phones at work not owned by the company but belonging to your co-
workers. The bring-your-own (BYQ) computer trend is gaining steam,
serving as employee retention and recruiting tools and as a way for
organizations to reduce technology support costs.

According to a 2010 Forrester Research report, 56 percent of North
American and European companies support use of personal mobile
computing devices in the workplace. Forrester estimates about half of the 15
million iPads sold in 2010 are used in the workplace.

While tech-savvy workers might embrace a greater choice in computing
devices, BYO initiatives raise concerns for human resource leaders about
protection of sensitive HR data, ownership of corporate information and
employee privacy matters.

Because company-sponsored BYO programs transfer responsibility for
computer support to employees, including keeping anti-virus software and
security patches up-to-date, information technology and human resource
information system (HRIS) managers worry that the programs increase odds
of corporate networks being infected with damaging viruses or malicious
software. In addition, worker-owned computers can make sensitive corporate
data more vulnerable to loss or theft.

Yet a number of companies are operating successful BYO programs,
believing that they have addressed information security concerns with
rigorous security models that apply the latest technologies and data controls.

A BYO PC Pioneer

Citrix Systems, a company that specializes in virtual computing solutions,
launched a formal BYO PC program in 2008 after surveying employees and
finding many were happier with their personal computing devices than those used
in the workplace, said Michael McKiernan, vice president of business technology
at Citrix. “The program primarily is about giving employees more choice in
devices they use,” McKiernan said. He added that personal computers are
reducing the company’s technology support costs.

Citrix employees participating in the program receive a $2,100 stipend to buy a
laptop of their choice, along with a three-year, full-service warranty. The stipend
represents a cost savings to the company, McKiernan said, because costs to
procure, manage and support the laptops over a three-year span are estimated at
$2,500 to $2,700. If employees leave a company before the three years are up,
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they then repay the stipend on a pro-rated basis.

About 750 employees, or 13 percent of Citrix’s workforce, participate in the BYO
PC program. About 60 percent choose Windows-based laptops, with the rest
selecting Macintosh systems, McKiernan said. Other mobile devices, like smart
phones, are not part of the program.

Addressing Information Security

As more computers become the property of an employee, how is Citrix addressing
information security? Employees are required to place approved anti-virus
software on personal devices, McKiernan said, and a multilayered system forces
users to authenticate identification before accessing the Citrix corporate network.
Encrypted data plug-ins help protect information on laptops.

The Citrix network is founded on “virtualization technology,” which consolidates
a number of computing environments onto a single server. Employees who tap
into the BYO PC program allow software on their personal notebook that gives
them access to company applications and data on corporate servers. The
information is disseminated virtually, rather than installed directly, on their
laptops.

Brandy Fulton Moorer, vice president of human resources at Citrix, said
virtualization technology eases her concerns about loss and theft of sensitive HR
data. Moorer added that employees working on a Citrix XEN desktop bring
unprecedented flexibility and mobility to its workforce.

“When we work in an application environment and use Citrix receivers on
employee-owned laptops, all of our sensitive data is hosted securely and
centrally,” Moorer said.

Other BYO Believers

Fortune 500 companies Kraft Foods Inc. and Microsoft Corp. have launched
BYO programs. Kraft introduced its program in 2010, and like Citrix, the
company provides a stipend to help employees pay for laptops and software costs.
Employees manage their computer support and are required to purchase and
install an approved data security software package. All Kraft intellectual property
is saved to a secure folder hosted by information services, and sensitive human
resource data is encrypted.

“The “bring your own’ computer program is one of the ways Kraft Foods strives
to be on the forefront of innovation,” said Roberta Cadieux, director of workplace
services at Kraft Foods. “As the number of employees choosing to participate
continues to rise, we know that the program is something our employees are
excited about and proud of. It is also something that keeps the company ahead of
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the curve for technological flexibility and work/life integration.”

Microsoft allows employees to use personal devices for work purposes but does
not reimburse its workforce for their purchase, said Patrick O’Rourke, Microsoft’s
director of information technology. O’Rourke added that if a personal device
meets Microsoft IT security requirements, it is allowed to connect to the corporate
network and access internal resources.

“We use network access control technology to interrogate all devices trying to
access our network to ensure they meet Microsoft security policies. And if it
doesn’t meet policy, it is either remediated so it does meet policy or it is denied
access to the corporate network,” O’Rourke said.

Creating BYO Policies

Given the information security, data ownership and privacy issues in play,
employment attorneys suggest that companies create proactive policies addressing
BYO programs. What happens, for example, if an employee leaves for a new job
or is fired but takes company information on his or her laptop? What rights do
companies have to search or retrieve data from employee-owned devices in the
event of lawsuits?

While this remains a developing legal issue, Philip Gordon, a shareholder with
Littler Mendelson, a law firm representing management in employment,
employee benefits and labor law matters in Denver, encourages companies
implementing BY O programs to have participating employees sign “personal
device” contracts.

Gordon said employees should abide to the following terms:
Put company-approved data protection software on their devices.

Permit the company to monitor the device whenever it is connected to the
corporate network.

Allow a “kill” command that can wipe out sensitive corporate data remotely if a
device is lost or stolen, releasing the company from any claims for inadvertent
damage to personal files.

Consent that any organizational data on a computer is owned by the company, not
the employee.

If disgruntled employees leave a company with bad intentions, there is little that
can be done to protect sensitive corporate data on their personally-owned devices
once they are out the door.

“You’re talking about a device that’s probably in someone’s home, and you’d
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have to go through a subpoena process to get access to it, and the employee could
do significant damage in that time,” said Nicole Haaning, an employment attorney
with Dorsey & Whitney, a Minneapolis-based law firm specializing in business
issues. “That’s an issue even if you’ve created a proactive policy up front.”

Measuring Impact

While Citrix does not have any hard data proving that its BYO participants are
more productive than in the past, surveys do show they are happier, McKiernan
said.

“Ninety-six percent of participants said they were satisfied with the BYO program
and would recommend it to someone else,” he said. “You can reasonably argue
that a more satisfied employee will probably stay with the company longer and be
willing to work harder.”

Included with this white paper are the following policy templates which |
begin with when | create customized policies for client organizations.

e Cell phone use

e Computer software duplication

e Confidentiality

e Discipline

e Email and internet code of conduct
e Personal use of equipment

e Professionalism

e Employee receipt of policy manual
e Manager training receipt/policies manual
e Social media

e Searches

I began this white paper by noting that an employer has a responsibility to set
expectations, communicate expectations, and consistently hold employees
accountable. An employer does this by developing, among others, the above
policies and communicating these expectations by distributing and discussing
the policies. Employees are held accountable daily by managers who have
been trained and then disciplined if needed.

Whether the issue is managing productivity, dealing with absenteeism, or
enforcing the employer’s policy on employer-owned portable electronic
equipment, the process is the same:

e Set expectations
e Communicate expectations
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e Hold employees accountable

This process becomes the imperative link to a company’s compliance when
its legal issue has the potential of escalating all the way into your court.

What follows are templates of policies that outline the employer’s
expectations. These policies are communicated to employees once they have
been distributed. Employees are then consistently held accountable daily by
their manager on an informal basis, weekly or bi-weekly during a regular
supervision session, and formally during the annual performance evaluation.
A sample performance evaluation is included. If, during the year, an
employee needs to be disciplined due to not meeting job expectations, an
initial performance improvement plan would be completed followed, when
necessary, by a verbal warning, a written warning, and finally, a termination
memo if warranted. Sample disciplinary memos are included.

This completes the employment life cycle.
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POLICY AND PROCEDURE
100.26

CELL PHONE USE

Date Effective: July 1, 2011

Authorized by:

President

POLICY

This policy is meant to establish safe and responsible practices for all cell
phone usage during firm business hours, on firm premises, or while conducting
business either on or off firm premises.

The firm prohibits the use of cellular phones in any way that violates
federal, state, or local laws or that is otherwise unsafe. This policy outlines the
use of cellular phones while working.

PROCEDURE

Increasingly, firm employees are using cellular phones. To avoid
disclosure of confidential or secret client information or confidential firm
business, all firm employees shall adhere to the following guidelines regarding
cellular phones:

e Warn callers at the beginning of the call that you are talking on a cell
phone and do not discuss confidential information.

e Ifaclient or a representative of a client attempts to disclose confidential
information, despite your warning, attempt to terminate the conversation
and assure the client that you will continue it from a landline phone.
Explain the possible loss of confidentiality.

e Do not divulge any confidential, secret, or other privileged information
relating to clients.

Do not divulge names, addresses, telephone numbers, accounts or similar
information.
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e Talk in generalities, not specifics.

e Use your cell phone only for short conversations when they are firm
related.

e Use caution when checking your office voicemail from your cell phone.
Clients and firm employees may assume that they can safely communicate
confidential information when they leave a voice mail message on your
office phone. If you check your voicemail from your cell phone, you may
jeopardize confidentiality.

While working, employees are expected to exercise the same discretion in
using cellular phones as is expected for the use of firm phones. Excessive
personal calls during work time, regardless of the phone used, can interfere with
employee productivity and be distracting to others. The firm will not be liable for
the loss of a personal cellular phone brought into the workplace.

Cell Phone Usage While Driving

Employees whose job responsibilities include regular or occasional
driving are expected to refrain from using a hand-held cellular phone while
driving. Safety must come before all other concerns. Regardless of the
circumstances, including slow or stopped traffic, employees are strongly
encouraged to pull off to the side of the road and safely stop the vehicle before
placing or accepting a call. If acceptance of a call is unavoidable and pulling over
is not an option, employees are expected to keep the call short, use hands-free
equipment if available, refrain from discussion of complicated or emotional
discussions and keep their eyes on the road. Special care should be taken in
situations where there is traffic, inclement weather, or the employee is driving in
an unfamiliar area.

Under no circumstances are employees allowed to place themselves at risk
to fulfill business needs.

Employees who are charged with traffic violations resulting from the use
of their cellular phone while driving will be solely responsible for all liabilities
that result from such actions.

Cell Phone Etiquette

As a representative of the firm, cell phone users are reminded that the
regular business etiquette used when speaking from office phones or in meetings
applies to conversations conducted over a cell phone.

Employees attending business meetings, on or off firm premises, should
keep their cell phone ring tone on “silent” or “vibrate” mode. If the phone must
be answered, due to an emergency situation, the employee should discretely
excuse him/herself from the meeting and take the call in a more private area.
Personal Use of Cell Phones and Camera Phones

While at work, employees are expected to exercise the same discretion in
using personal cell phones as they do for firm phones. Excessive personal calls
during the workday, regardless of the phone used, can interfere with employee
productivity and is also distracting to others. If a cell phone needs to be left on
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during work hours for emergency reasons, the ring tone should be switched to
“silent” or “vibrate.”

The firm will not be liable for the loss of personal cell phones brought into
the workplace. The firm prohibits the use of cameras in the workplace (except for
marketing purposes and firm social events or whenever authorized by firm
management) including camera phones, as a preventable step to secure employee
privacy and confidential information. Employees violating this policy will be
subject to disciplinary action.

RESPONSIBILITY
The administration of this policy is the responsibility of the management
group.

FILING INSTRUCTIONS
This policy supersedes all previous policies on this subject. This policy
will be filed in Section 100 of the Policies and Procedures Manual.
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POLICY AND PROCEDURE
100.15

COMPUTER SOFTWARE DUPLICATION

Date Effective: July 1, 2011

Authorized by:

President

POLICY

A copyright holder retains certain exclusive rights, including the right to
make and distribute copies. The copyright law states that it is illegal to make or
distribute copies of copyrighted material without authorization. The only
exception is the user’s right to make a backup copy for archival purposes if not
already provided by the manufacturer. The firm prohibits the illegal duplication
of software.

PROCEDURE

The firm licenses the use of computer software from a variety of outside
companies. The firm does not own this software or its related documentation and,
unless authorized by the software manufacturer, does not have the right to
reproduce it. Employees may use the software only in accordance with the related
license agreement. Employees learning of any misuse of software or related
documentation within the firm are to notify the Managing Member.

According to U.S. Copyright Law, unauthorized duplication of software
can be subject to civil damages and criminal penalties.

RESPONSIBILITY
The administration of this policy is the responsibility the management

group.

FILING INSTRUCTIONS
This policy supersedes all previous policies on this subject. This policy
will be filed in Section 100 of the Policies and Procedures Manual.
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POLICY AND PROCEDURE
100.16

CONFIDENTIALITY

Date Effective: July 1, 2011

Authorized by:

President

POLICY

The nature of our relationship with our clients and suppliers requires
careful maintenance of confidentiality. Employment with the firm assumes an
obligation to maintain confidentiality while employed and thereafter.

PROCEDURE

Protecting our firm’s confidential information and trade secrets is the
responsibility of every employee and we all share a common interest in making
sure it is not improperly or accidentally disclosed. Do not discuss the firm’s
confidential business with anyone who does not work for the firm. Such
confidential information includes, but is not limited to, the following examples:

e Compensation

Client lists
Sales, and financial information
Marketing strategies
Pending projects and proposals
Proprietary production processes
Research and development strategies
Employees are also responsible for the internal security of such
information. Please ensure that all materials are properly stored when you are not
at your desk and shred any confidential information before you dispose of it.
Please do not discuss client products, plans or projects with outsiders, or in public
places where you may be overheard, such as restrooms, elevators, and public
transportation.
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You may be expected to sign a confidentiality agreement upon
commencement of employment in order to protect against the disclosure of
confidential information. Your confidentiality obligations shall remain in effect
throughout your employment and at all times thereafter.

Because we consider security breaches very serious, if you improperly use
or disclose trade secrets or confidential business information, you will be subject
to disciplinary action, up to and including termination of employment, even if you
do not actually benefit from the disclosed information.

Employees are not to remove or make copies of any firm records, reports,
or documents without prior approval from the Managing Member’s designee.
Employees who are questioned about information believed to be confidential
should discuss the request with their supervisor or the Managing Member’s
designee prior to answering.

RESPONSIBILITY
The administration of this policy is the responsibility of the management

group.

FILING INSTRUCTIONS
This policy supersedes all previous policies on this subject. This policy
will be filed in Section 100 of the Policies and Procedures Manual.
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POLICY AND PROCEDURE
100.6

DISCIPLINARY PROCEDURES

Date Effective: July 1, 2011

Authorized by:

President

POLICY

The firm reserves the right to discipline employees for violations of
established firm policies, standards of work, or actions that are dishonest,
immoral, unsafe, illegal, or lacking in good judgment.

Disciplinary action can consist of a verbal or written warning, suspension,
or dismissal depending on the seriousness of the offense. It is the policy of the
firm to use a system of progressive discipline; however, an employee may be
suspended or dismissed immediately for any action that suggests that continued
employment threatens another employee, the clients we serve, or would create an
unfavorable working environment for other employees.

PROCEDURE
The following steps will be followed in the processing of any disciplinary

action:

1. The supervisor will identify and investigate the incident or job
performance behavior and gather pertinent facts.

2. The supervisor will discuss the incident or job performance behavior
with the employee.

3. The supervisor will then issue a verbal warning, one or more written
warnings, or one of a series of more stringent actions, depending on
the severity of the violation. These actions may include probation,
suspension, demotion, reassignment, or dismissal and will be
coordinated with the Managing Member.
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All disciplinary actions will be appropriately recorded in the employee’s
personnel file.

RESPONSIBILITY
The administration of this policy is the responsibility of the management

group.

FILING INSTRUCTIONS
This policy supersedes all previous policies on this subject. This policy
will be filed in Section 100 of the Policies and Procedures Manual.
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POLICY AND PROCEDURE
100.13

ELECTRONIC MAIL AND INTERNET CODE OF CONDUCT

Date Effective: July 1, 2011

Authorized by:

President

POLICY

The firm’s policy on acceptable Internet and email usage applies to all
kinds of on-line communication, including, but not limited to, message boards,
chat rooms, and web logs, more commonly referred to as “blogs.” Internet use
during work hours and/or access through the firm systems is provided primarily
for business-related purposes and may be monitored by the firm as provided in
this policy.

Every employee of the firm is responsible for using the electronic mail (E-
mail) system and the Internet properly and in accordance with this policy. This
system is provided by the firm to assist in the conduct of business within the firm.
The electronic mail system hardware is firm property. Additionally, all messages
composed, sent, and received on the electronic mail system are and remain the
property of the firm. They are not the private property of any employee.

E-MAIL PROCEDURES

The E-mail system is the property of the firm. It has been provided by the
firm for use in conducting firm business. Use of the E-mail system for personal
purposes should be kept to a minimum and is limited to an employee’s non-
working time. All communications and information transmitted by, received from,
or stored in this system are firm records and property of the firm. Employees have
no right of personal privacy in any matter stored in, created, received, or sent over
the firm E-mail system.

The firm, in its discretion as owner of the E-mail system, reserves and
may exercise the right to monitor, access, retrieve, and delete any matter stored in,
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created, received, or sent over the E-mail system, for any reason and without the
permission of any employee. Even if employees use a password to access the E-
mail system, the confidentiality of any message stored in, created, received, or
sent from the firm E-mail system still cannot be assured. Use of passwords or
other security measures does not in any way diminish the firm’s rights to access
materials on its system, or create any privacy rights of employees in the messages
and files on the system. Any password used by employees must be revealed to
the firm as E-mail files may need to be accessed by the firm in an employee's
absence.

Employees should be aware that deletion of any E-mail messages or files
may not truly eliminate the messages from the system. All E-mail messages are
stored on a central back-up system in the normal course of data management.
Even though the firm has the right to retrieve and read any E-mail messages,
those messages should still be treated as confidential by other employees and
accessed only by the intended recipient. Employees are not authorized to retrieve
or read any E-mail messages that are not sent to them. Any exception to this
policy must receive the prior approval of firm management.

The firm’s policies against sexual or other harassment apply fully to the E-
mail system, and any violation of those policies is grounds for discipline up to and
including discharge. Therefore, no E-mail messages should be created, sent, or
received if they contain intimidating, hostile, or offensive material concerning
race, color, religion, sex, sexual orientation, age, national origin, disability or any
other classification protected by law.

The E-mail system may not be used to solicit for religious or political
causes, commercial enterprises, outside organizations, or other non-job related
solicitations.

The E-mail system shall not be used to send (upload) or receive (download)
copyrighted

materials, trade secrets, proprietary financial information, or similar materials
without prior authorization from firm management. Employees, if uncertain about
whether certain information is copyrighted, proprietary, or otherwise
inappropriate for transfer, should resolve all doubts in favor of not transferring the
information and consult with firm management.

Although the firm recognizes that the Internet may have useful
applications to the firm's business, employees may not engage in Internet use
without prior written approval from firm management, and unless a specific
business purpose requires such use. Absent such approval, employees may not
access the Internet using the firm’s computer systems, at any time or for any
reason. "Surfing the Net™ is not a legitimate business activity.

Management approval is required before anyone can post any information
on commercial on-line systems or the Internet. Any approved material that is
posted should obtain all proper copyright and trademark notices. Absent prior
approval from the firm to act as an official representative of the firm, employees
posting information must include a disclaimer in that information stating, "Views
expressed by the author do not necessarily represent those of Lebel & Harriman.”
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Users should routinely delete outdated or otherwise unnecessary E-mails
and computer files. These deletions will help keep the system running smoothly
and effectively, as well as minimize maintenance costs.

Employees are reminded to be courteous to other users of the system and
always to conduct themselves in a professional manner. E-mails are sometimes
misdirected or forwarded and may be viewed by persons other than the intended
recipient. Users should write E-mail communications with no less care, judgment
and responsibility than they would use for letters or internal memoranda written
on firm letterhead.

Because E-mail records and computer files may be subject to discovery in
litigation, firm employees are expected to avoid making statements in E-mail or
computer files that would not reflect favorably on the employee or the firm if
disclosed in litigation or otherwise. Any employee who discovers misuse of the
E-mail system should immediately contact the Managing Member.

Violations of this policy may result in disciplinary action up to and
including discharge. The firm reserves the right to modify this policy at any time,
with or without notice. By signing the policies manual receipt, employees are
acknowledging receipt of and compliance with the E-mail and Internet Code of
Conduct.

Although employee Internet use away from work, outside of work hours,
and on employee-owned computer systems is not prohibited, the following
guidelines govern an employee’s non-work related Internet activity:

1. Employees must make it clear that any views they express in a web log or
chat room or on a message board that could be attributed to the firm for
any reason are theirs alone and do not represent the views of Lebel &
Harriman.

2. Employees are prohibited from disclosing or discussing firm confidential
or proprietary information in any forum on the Internet.

3. Employees are expected to be respectful of the firm, its employees, its
clients and its competitors. Posting content that negatively reflects on the
firm, its employees, it clients, and/or its competitors is prohibited.

4. Employees are prohibited from posting harassing, discriminatory,
derogatory, or threatening content on the Internet.

5. Under no circumstances should an employee use Lebel & Harriman firm
logo, service mark, slogan, or other intellectual property on a web log or
message board, or in a chat room, without prior permission from the
Managing Member.

INTERNET USAGE PROCEDURES

Certain employees may be provided with access to the Internet to assist
them in performing their jobs. The Internet can be a valuable source of
information and research.
Use of the Internet, however, must be tempered with common sense and good
judgment.
If you abuse your right to use the Internet, it will be taken away from you. In
addition, you may be subject to disciplinary action, including possible
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termination, and civil and criminal liability. Your use of the Internet is governed
by this policy.

Disclaimer of liability for use of Internet

The firm is not responsible for material viewed or downloaded by users
from the Internet. The Internet is a worldwide network of computers that contains
millions of pages of information. Users are cautioned that many of these pages
include offensive, sexually explicit, and inappropriate material. In general, it is
difficult to avoid at least some contact with this material while using the Internet.
Even innocuous search requests may lead to sites with highly offensive content.
In addition, having an e-mail address on the Internet may lead to receipt of
unsolicited e-mail containing offensive content. Users accessing the Internet do so
at their own risk.

Duty not to waste computer resources

Employees must not deliberately perform acts that waste computer
resources or unfairly monopolize resources to the exclusion of others. These acts
include, but are not limited to, sending mass mailings or chain letters, spending
excessive amounts of time on the Internet, playing games, engaging in online chat
groups, printing multiple copies of documents, or otherwise creating unnecessary
network traffic. Because audio, video and picture files require significant storage
space, files of this or any other sort may not be downloaded unless they are
business-related.

No expectation of privacy

The computers and computer accounts given to employees are to assist
them in performance of their jobs. Employees should not have an expectation of
privacy in anything they create, store, send, or receive on the computer system.
The computer system belongs to the firm and may only be used for business
purposes.

Monitoring computer usage

The firm has the right, but not the duty, to monitor any and all of the
aspects of its computer system, including, but not limited to, monitoring sites
visited by employees on the Internet, monitoring chat groups and news groups,
reviewing material downloaded or uploaded by users to the Internet, and
reviewing e-mail sent and received by users.

Blocking of inappropriate content

The firm may use software to identify inappropriate or sexually explicit
Internet sites. Such sites may be blocked from access by firm networks. In the
event you nonetheless encounter inappropriate or sexually explicit material while
browsing on the Internet, immediately disconnect from the site, regardless of
whether the site was subject to firm blocking software.
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Prohibited activities

Material that is fraudulent, harassing, embarrassing, sexually explicit,
profane, obscene, intimidating, defamatory, or otherwise unlawful, inappropriate,
offensive (including offensive material concerning sex, sexual orientation, race,
color, national origin, religion, age, disability, or other characteristic protected by
law), or violative of the firm’s equal employment opportunity policy and its
policies against sexual or other harassment may not be downloaded from the
Internet or displayed or stored in firm computers. Employees encountering or
receiving this kind of material should immediately report the incident to their
supervisors or the Managing Member. The firm’s equal employment opportunity
policy and its policies against sexual or other harassment apply fully to the use of
the Internet and any violation of those policies is grounds for discipline up to and
including discharge.

Games and entertainment software

Employees may not use the firm's Internet connection to download games
or other entertainment software, including wallpaper and screen savers, or to play
games over the Internet.

Illegal copying

Employees may not illegally copy material protected under copyright law
or make that material available to others for copying. You are responsible for
complying with copyright law and applicable licenses that may apply to software,
files, graphics, documents, messages, and other material you wish to download or
copy. You may not agree to a license or download any material for which a
registration fee is charged without first obtaining the express written permission
of the Managing Member.

Accessing the Internet

To ensure security and to avoid the spread of viruses, employees accessing
the Internet through a computer attached to the firm’s network must do so
through an approved Internet firewall. Accessing the Internet directly by modem
is strictly prohibited unless the computer you are using is not connected to the
firm's network.

Virus detection

Files obtained from sources outside the firm, including disks brought
from home; files downloaded from the Internet, newsgroups, bulletin boards, or
other online services; files attached to e-mail; and files provided by customers or
vendors may contain dangerous computer viruses that may damage the firm's
computer network. Employees should never download files from the Internet,
accept e-mail attachments from outsiders, or use disks from non-firm sources,
without first scanning the material with firm-approved virus checking software. If
you suspect that a virus has been introduced into the firm's network, notify the
Managing Member immediately
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Sending unsolicited e-mail (spamming)

Without the express permission of their supervisors, employees may not
send unsolicited e-mail to persons with whom they do not have a prior
relationship.

Amendments and revisions

This policy may be amended or revised from time to time as the need
arises. Users will be provided with copies of all amendments and revisions.
Violations of this policy will be taken seriously and may result in disciplinary
action, including possible termination, and civil and criminal liability.

Any employee who discovers misuse of the email system should
immediately contact the Managing Member.

Use of the Internet via the firm's computer system constitutes consent by
the user to all of the terms and conditions of this policy.

RESPONSIBILITY
The administration of this policy is the responsibility of the management

group.

FILING INSTRUCTIONS
This policy supersedes all previous policies on this subject. This policy
will be filed in Section 100 of the Policies and Procedures Manual.
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POLICY AND PROCEDURE
100.9

PERSONAL USE OF EQUIPMENT AND SUPPLIES

Date Effective: July 1, 2011

Authorized by:
President

POLICY
The firm discourages personal use of firm equipment and supplies and
prohibits the abuse of such.

PROCEDURE

Firm telephone lines, equipment, and supplies are reserved for firm
business. While the firm realizes that it may be necessary from time to time to
make and receive personal telephone calls, personal telephone calls should be
limited both in number and duration. Similarly, while the firm realizes that it may
be necessary from time to time to use firm equipment and supplies (i.e., copying
several pages of personal material), the use of equipment and supplies should be
limited as much as possible.

RESPONSIBILITY
The administration of this policy is the responsibility of the management

group.

FILING INSTRUCTIONS
This policy supersedes all previous policies on this subject. This policy
will be filed in Section 100 of the Policies and Procedures Manual.

{W2358851.1}36



|LEBE
HARRIMAN

LLP

POLICY AND PROCEDURE
300.2

PROFESSIONALISM

Date Effective: July 1, 2011

Authorized by:

President

POLICY

Regular attendance, discretion in style of dress and behavior are essential
to the successful operation of the firm. All firm employees have a responsibility
to be at work on time every day. Excessive absenteeism and tardiness negatively
affects firm operations and productivity. The firm has established the following
policy with regard to attendance.

PROCEDURE

Consistent and punctual attendance is essential to the successful operation
of the firm and it is expected of every employee. In the rare instances when an
employee cannot avoid being late to work or is unable to work as scheduled, they
should notify their supervisor as soon as possible, but within one hour of their
regularly scheduled work time of the anticipated tardiness or absence. In cases
where the supervisor is unavailable the employee may contact another supervisor
or manager. It is not sufficient to simply leave a message for your supervisor.
Should you need to leave your job during working hours for personal reasons for
emergencies, always clear it first with your supervisor or manager before leaving
firm premises.

Poor attendance and excessive tardiness are disruptive. Either may lead to
disciplinary action, up to and including termination of employment. Three
consecutive days of absence without notification to your supervisor will be
considered job abandonment and the firm will assume that you have voluntarily
resigned.

An absence is defined as one or more consecutive days off excluding
vacation, holidays, or approved leave.

Employees may come into contact with clients at any time and are
expected to present a professional image to the public. A professional appearance
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contributes to the positive impression we make on our clients. Employees are
expected to be suitably attired and groomed during working hours or when
representing the firm.

RESPONSIBILITY
The administration of this policy is the responsibility of the management

group.

FILING INSTRUCTIONS
This policy supersedes all previous policies on this subject. This policy
will be filed in Section 300 of the Policies and Procedures Manual.
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Employee Policies and Procedures Manual
Receipt of Manual

As an employee of Lebel & Harriman, it is my responsibility to read the policies
and procedures manual, which is provided electronically on the firm’s internet.
Upon request, a bound copy will be provided and available from the Managing
Member. If I have questions or need clarification of any of these policies or
procedures, | may direct my questions to my supervisor or Managing Member.

This manual is not a contract and is not intended to create a contract of
employment between Lebel & Harriman and its employees. The provisions set
forth in this manual are not intended to create contractual obligations of any kind
or any legally binding conditions of employment with respect to any of the
policies or benefits. The highlights of benefits contained in this manual regarding
health and welfare benefits are not intended to take the place of more detailed
benefit plan documents. Descriptions in the plan documents will override
information in this manual in the event the information presented in this manual is
in conflict with the information in the plan documents.

The provisions of this manual have been developed at the discretion of
management and, except for its policy of employment-at-will, may be amended or
cancelled at any time, at the firm’s sole discretion. Your employment may be
terminated at any time for any reason by either you or the firm. Accordingly, the
firm reserves the right to change the policies contained within, with the exception
of its at-will policy or legally mandated policies, at any time for any reason.
Employees will, of course, be notified of such changes as they occur. To the
extent there is any conflict with previous written or implied policies, the policies
contained in this manual prevail. Final determination of policies as written in this
manual is at the sole discretion of the Managing Member of Lebel & Harriman.

Print Name Date

Employee Signature

This page must be signed, dated, and returned to Managing Member for
placement in your personnel file.
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Employee Policies and Procedures Manual
Manager Training Receipt

As an employee of Lebel & Harriman, it is my responsibility to read the policies
and procedures manual, which is provided electronically on the firm’s Internet.
Upon request, a bound copy will be provided and available from the Managing
Member. If I have questions or need clarification of any of these policies or
procedures, | may direct my questions to my supervisor or Managing Member.

This manual is not a contract and is not intended to create a contract of
employment between Lebel & Harriman and its employees. The provisions set
forth in this manual are not intended to create contractual obligations of any kind
or any legally binding conditions of employment with respect to any of the
policies or benefits. The highlights of benefits contained in this manual regarding
health and welfare benefits are not intended to take the place of more detailed
benefit plan documents. Descriptions in the plan documents will override
information in this manual in the event the information presented in this manual is
in conflict with the information in the plan documents.

The provisions of this manual have been developed at the discretion of
management and, except for its policy of employment-at-will, may be amended or
cancelled at any time, at the firm’s sole discretion. Your employment may be
terminated at any time for any reason by either you or the firm. Accordingly, the
firm reserves the right to change the policies contained within, with the exception
of its at-will policy or legally mandated policies, at any time for any reason.
Employees will, of course, be notified of such changes as they occur. To the
extent there is any conflict with previous written or implied policies, the policies
contained in this manual prevail. Final determination of policies as written in this
manual is at the sole discretion of the Managing Member of Lebel & Harriman.

Signature of Receipt indicates that | have participated in the manager training
provided to acquaint me with my responsibilities as a manager with Lebel &
Harriman.

Print Name Date

Manager Signature

This page must be signed, dated, and returned to Managing Member for
placement in your personnel file.
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POLICIES AND PROCEDURES MANUAL
Receipt of Manual

This Employee Policies and Procedures Manual is an important document
intended to acquaint you with the firm. This Manual will serve as a guide and is
not intended to answer all questions regarding your employment.

I understand that it is my responsibility to keep this Manual up to date.

I understand that my employment with the firm is terminable at will, either by
myself or the firm regardless of the length of my employment or the granting of
benefits of any kind.

| further understand that no contract of employment other than at will has been
expressed or implied, and that no circumstances arising out of my employment
will alter my at will employment relationship unless expressed in writing, with the
understanding specifically set forth and signed by myself and the firm managing
member.

I understand that during the course of my employment, confidential information
will be made available to me, and | understand that this information must not be
given out or used outside of firm premises or with non-firm employees. In the
event of termination of employment, whether voluntary or involuntary, | hereby
agree not to utilize or exploit this information with any other individual or firm.

I acknowledge that | have received a copy of the firm Policies and Procedures
Manual and I understand that my signature indicates that I have read and
understand the above statements. As an employee it is my responsibility to read
this manual. If I have questions or need clarification of any of these policies, |
may direct my questions to my supervisor or the managing member. | agree to
abide by the policies contained herein. | understand that this manual does not
constitute an employment contract and that | am employed at will. | agree to
return this manual upon termination of employment.

Print Name Date

Employee Signature

qwsssss134 1



|LEBE
HARRIMAN

LLP

POLICY AND PROCEDURE
100.14

SOCIAL MEDIA

Date Effective: July 1, 2011

Authorized by:

President

POLICY

Lebel & Harriman’s policy on acceptable Internet and email usage applies
to all kinds of on-line communication including, but not limited to, message
boards, chat rooms, and web logs (blogs).

PROCEDURE

Internet use during work hours and/or access through firm systems is
limited to business-related purposes only and may be monitored by Lebel &
Harriman as provided in the Electronic Mail and Internet Code of Conduct Policy
100.13. Although employee Internet use away from work, outside of work hours,
and on employee owned computer systems is not prohibited, the following
guidelines govern an employee’s non-work related Internet activity:

e Employees must make it clear that any views they express in a web log or
chat room or on a message board that could be attributed to Lebel &
Harriman for any reason are theirs alone and do not represent the views of
Lebel & Harriman.

e Employees are prohibited from disclosing or discussing Lebel & Harriman
confidential or proprietary information in any forum on the Internet.

o Employees are expected to be respectful of the firm, its employees, its
clients and its competitors. Posting content that negatively reflects on the
firm, its employees, its clients, and/or its competitors in prohibited.

e Employees are prohibited from posting harassing, discriminatory,
derogatory or threatening content on the Internet.

e Under no circumstances should an employee use Lebel & Harriman’s
logo, service mark, slogan, or other intellectual property on a web log or

{W2358851.1}42



message board, or in a chat room, without prior permission from a
Managing Member.

e Employees should expect compliance monitoring and should understand
that any information created, transmitted, downloaded, exchanged, or
discussed on any social media may be accessed by Lebel & Harriman at
any time without prior notice.

e Employees must remain respectful of Lebel & Harriman products and
services. Denigrating the quality of the firm’s services and/or products
will result in disciplinary action.

RESPONSIBILITY
The administration of this policy is the responsibility of the management

group.

FILING INSTRUCTIONS
This policy supersedes all previous policies on this subject. This policy
will be filed in Section 100 of the Policies and Procedures Manual.
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POLICY AND PROCEDURE
300.14

WORKPLACE SEARCHES

Date Effective: July 1, 2011

Authorized by:

President
POLICY
The firm may conduct workplace monitoring and/or inspections to identify
safety concerns, maintain quality control, detect theft and misconduct, and
discourage and prevent acts of harassment and workplace violence.

PROCEDURE

The firm requires the cooperation of all employees in adhering to and
administering this policy. Desks, work stations, and other storage devises may be
provided for the convenience of employees, but remain the sole property of the
firm. Whenever necessary, in the firm’s discretion, work areas (i.e., desks, file
cabinets, etc.) and personal belongings (i.e., brief cases, handbags, tote bags, back
packs, etc.) may be subject to a search without notice. The firm reserves the right
to gain access to desks and file cabinets even if locked with an employee’s
personal lock. Accordingly, they as well as any articles found within them, can e
inspected by the firm at any time, either with or without prior notice. In addition,
the firm may inspect not only desks and file cabinets, but also packages, bags,
briefcases and persons entering and leaving the premises.

RESPONSIBILITY
The administration of this policy is the responsibility of the management

group.

FILING INSTRUCTIONS
This policy supersedes all previous policies on this subject. This policy
will be filed in Section 300 of the Policies and Procedures Manual.
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PERFORMANCE APPRAISAL

Name Date

Job Title Dept.

Appraisal Period From To Date of Hire

Definition of Performance Ratings

Exceptional Employee consistently exceeds performance objectives with
virtually no detected preventable/controllable errors. Makes significant
contributions well beyond normal job responsibilities. Individual requires little
direction or supervision.

Exceeds Objectives Employee exceeds performance objectives on a regular basis.

Employee is making a valuable contribution to the company. Errors are
infrequent and are typically detected and corrected by the employee.

Expected Performance Employee consistently meets but rarely exceeds
performance objectives. Employee is fully competent and is satisfactorily
performing the job.

Needs Improvement Employee does not adequately accomplish objectives nor
fulfill all responsibilities; must improve performance within a designated time
period. OR the employee is new to the position and tasks presently assigned are
adequately performed as expected.

Unsatisfactory Unacceptable performance. Below expectations. Employee does
not accomplish most or all of position objectives.

Not Applicable Category does not apply.
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Performance Appraisal

1. Job Knowledge Technical knowledge and skills, analytical ability, problem-
solving skills. Does employee have the skills to do the job and solve job-related
problems?

4 | 3 | 2 | 1 | o | NA

Comments

2. Communication Verbal and written communications, presentation skills, and
listening skills. Are communications clear, concise, courteous?

4 | 3 | 2 | 1 | 0 | NA

Comments

3. Quality of Work Accuracy, neatness, thoroughness, completeness of work. Is
the work product consistently acceptable?

4 | 3 | 2 | 1 | 0o | NA

Comments

4. Quantity of Work Work output, speed, timeliness, effectiveness, work habits.
Does the employee consistently produce acceptable quantities of work?

4 | 3 | 2 | 1 | o | NA

Comments

5. Dependability How reliable is the employee in completing assignments and
meeting deadlines? Consider attendance and punctuality.

4 | 3 | 2 | 1 | o | NA

Comments
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6. Interpersonal Skills Does employee work harmoniously and effectively with
coworkers, supervisors, customers, and clients? Consider whether or not
employee is a team player and resolves conflicts appropriately. Does the
employee welcome and seek constructive feedback on own performance? Is
employee cooperative?

4 | 3 | 2 | 1 | o | NA

Comments

7. Initiative Does employee work well independently? Does employee seek
additional responsibility? Does the employee look for more efficient and cost-
effective work methods?

4 | 3 | 2 | 1 | 0 | NA

Comments

8. Adaptability Does the employee adjust to a variety of situations? Is the
employee flexible?

4 | 3 | 2 | 1 | 0o | NA

Comments

9. Decision Making Does the employee consistently use logical and sound
judgment?

4 | 3 | 2 | 1 | o | NA

Comments

10. Other Factors Relevant to Position (Elaborate)

4 | 3 | 2 | 1 | o | NA

Comments

Employee Comments (use additional sheets if necessary)
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Overall Performance Rating Consider all performance criteria and indicate
overall rating, using definitions of performance levels as a guide.
o Exceptional
Exceeds Objectives
Expected Performance
Needs Improvement
Unsatisfactory

000D

Recommendations What are the major goals and accountabilities for the next
review period?
Goal/Accountability Time Frame

1.

2.

3.

4.

S.

Development Plan What is the plan to build on performance and to support
continued professional development? What actions will be taken to improve
performance?

1.

2.

3.

4.

S.

Employee Acknowledgement

I have read my job description, understand the primary accountabilities of my
position and understand that this appraisal is based on my performance in my
position. | have read the appraisal and have discussed the contents with my
supervisor. | have been given an opportunity to make comments.

Employee Acknowledgement Date

Supervisor Acknowledgement Date
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PERFORMANCE IMPROVEMENT PLAN

TO: Employee Name
FROM: Supervisor/Manager
DATE: DATE

SUBJECT: PERFORMANCE IMPROVEMENT

During the past month (SPECIFY DATES), it has become increasingly evident to
me that you have not been performing your assigned work in accordance with
what is expected of a/an (JOB TITLE). On (LIST DATE OR DATES), we
discussed your unacceptable work performance and, to date, there has been no
significant improvement. We value you as an employee, and it is my intent to
make you fully aware of this situation and to assist you in improving your work
performance. However, it is imperative that you realize the responsibility to
improve is yours alone.

You are being placed on a written Performance Improvement Plan, effective
immediately. For the next (30, 60, or 90) days, from (DATE) to (DATE), I will
be closely monitoring your work. You must demonstrate immediate improvement
in the following areas:

(LIST SPECIFIC WORK THAT NEEDS TO BE IMPROVED, HOW IT
SHOULD BE IMPROVED, AND THE TIMELINE.)

Specific Work Desired Results Timeline
Requiring Improvement
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I will be monitoring this plan and will review your progress on each of the above
items requiring improvement every (DAY, WEEK, MONTH). We trust that by
doing so you will become a contributing employee.

Noticeable improvement must occur immediately and must be maintained. If any
portion of this improvement plan is violated at any time, disciplinary action,
which may include employment termination, will occur. A decrease in
performance after successfully completing the improvement plan may result in
termination of employment without the issuance of another warning or
improvement plan.

Please be aware that the Open Door Policy is available to you should you wish to
discuss any work-related concerns.

Your signature acknowledges this discussion and your agreement to following the
plan as outlined.

Employee Comments

Employee Date
Manager Date
Witness Date
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DOCUMENTED VERBAL WARNING

TO: Employee Name
FROM: Supervisor/Manager
DATE: DATE

SUBJECT: VERBAL WARNING

During the past (30, 60, 90 days), it has become evident to me that you have not
been performing your assigned work in accordance with what is expected of a/an
(JOB TITLE). On (DATE) you were presented with a Performance Improvement
Plan, which outlined the specific work requiring improvement, the desired results,
and the timeline in which to accomplish these tasks. To date, there has been no
significant improvement and this verbal warning serves as notice to you that your
job performance behaviors are unacceptable.

Your progress in accomplishing the goals outlined in your Performance
Improvement Plan must be noticeable within five work days. Failure to show
noticeable improvement will result in further disciplinary action.

Please be aware that the Open Door Policy is available to you should you wish to
discuss any work-related concerns.

Your signature acknowledges this discussion.

Employee Comments

Employee Date
Manager Date
Witness Date
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WRITTEN WARNING

TO: Employee Name
FROM: Supervisor/Manager
DATE: DATE

SUBJECT: WRITTEN WARNING

On (DATE) you were presented with a Performance Improvement Plan, which
outlined the specific work requiring improvement, the desired results, and the
timeline in which to accomplish these tasks. On (DATE), you were presented
with a Documented Verbal Warning noting that there had been, at that time, no
significant improvement in your work performance. To date, there has still been
no significant improvement.

This final written warning serves as notice to you that failure to comply within
three days will result in termination of employment.

Please be aware that the Open Door Policy is available to you should you wish to
discuss any work-related concerns.

Your signature acknowledges this discussion.

Employee Comments

Employee Date
Manager Date
Witness Date
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EMPLOYMENT TERMINATION NOTICE

TO: Employee Name
FROM: Supervisor/Manager
DATE: DATE

SUBJECT: EMPLOYMENT TERMINATION

On (DATE) you were presented with a Performance Improvement Plan, which
outlined the specific work requiring improvement, the desired results, and the
timeline in which to accomplish these tasks. On (DATE), you were presented
with a Documented Verbal Warning noting that there had been, at that time, no
significant improvement in your work performance. On (DATE), you were
presented with a Written Warning, which stated that failure to comply within
three days would result in termination of employment. This notice serves as such.

Effective immediately, your employment with COMPANY is terminated for
failure to produce acceptable results in your work product (or failure to follow
company policy, or no call/no show).

Please be aware that the Open Door Policy is available to you should you wish to
discuss any work-related concerns.

Your signature acknowledges this discussion.

Employee Comments

Employee Date
Manager Date
Witness Date
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City of Ontario v. Quon:

Evolution of a Narrowly Decided Landmark

l. Introduction

In the employment law community, City of Ontario v. Quon, 560 U.S.__, 130 S. Ct. 2619 (2010)
(Quon) was the most eagerly awaited decision of the Supreme Court’s 2009-2010 term. The issue it pre-

)

sented—privacy rights in employees’ personal communications on employer-provided digital devices—

was of widespread interest in this age of ubiquitous employer-provided computers, cell phones and similar
devices. And interest was keen even though there was general awareness that the eventual ruling would be of
limited direct applicability, since the case arose in a government employment setting where (unlike in private
employment) the Fourth Amendment governed.

So when the Court’s opinion announced it would not determine a key issue—whether the employee
had a “reasonable expectation of privacy” in the personal communications he had made on his employer-
issued device—there was widespread disappointment. One commentator went so far as to label the Court
“irresponsible” for having “wasted the opportunity to provide much-needed guidance to the lower courts.”
Leonard Deutchman, The Legal Intelligencer, Commentary: ‘Quon’ Has No Message for Texting, http:/www.

law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202463775410 (July 22, 2010) (last visited June 2,

2011).

This paper will explore how, in my view, the opinion ended up as a self-described narrow application
of settled legal principles rather than the broad, watershed decision that most observers anticipated. And the
paper will also explain my view that despite its limitations, the opinion still will be a landmark ruling that
will have significant impact-both because of what it did and what it did not decide.

Il. The Facts of Quon

Jeffrey Quon was a sergeant and SWAT team leader in the Ontario, California, police department
(OPD). Since 1999, the OPD had a written policy concerning “City-owned computers and all associated equip-
ment.” The City reserved “the right to monitor and log all network activity including email and Internet use”;
employees “should have no expectation of privacy” when using these resources; and email was “subject to
‘access and disclosure’ in the legal system and the media.” Petition for Writ of Certiorari at App. 153, City of
Ontario v. Quon (U.S. Sup. Ct. No. 08-1332) (“Cert. Petition”).

In 2001, the City obtained text-messaging pagers to facilitate the SWAT team’s rapid response. At a
meeting that Sergeant Quon attended, Lieutenant Steve Duke announced that pager messages “were consid-
ered email,” meaning that they “fall under the City’s policy as public information and eligible for auditing.”
This admonition was memorialized in a memo. Quon, supra 130 S. Ct. at 2625.

Soon after the pagers were distributed, Sergeant Quon’s usage exceeded the City’s monthly char-
acter limit of 25,000. After reminding Sergeant Quon that text messages “were considered email and could
be audited,” Lieutenant Duke said that “it was not his intent to audit employee[s’] text messages to see if the
overage [was] due to work-related transmission” and that he would not do so if Sergeant Quon “reimburse[d]
the City for the overage.” Quon, supra, 130 S. Ct. at 2625.

Sergeant Quon exceeded the monthly character limit several times and paid for the overage. In
August 2002, when Sergeant Quon and another officer exceeded the character limit, Lieutenant Duke told the
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police chief he was “tired of being a bill collector.” The chief instructed Lieutenant Duke to review the tran-
scripts of the last two months of text messages on the two officers’ pagers to “determine the efficacy of the
existing character limits to ensure that officers were not being required to pay for work-related expenses.”
Cert. Petition at App. 119.

Review of Sergeant Quon’s text messages revealed that many were sexually explicit and sent while
on duty. The matter was referred to internal affairs, which redacted the transcripts to eliminate off-duty mes-
sages. Internal affairs determined that the vast majority of transmissions during Sergeant Quon’s normally-
scheduled shift were personal rather than work-related.

The personal text messages were between Sergeant Quon and his estranged wife, his then-girlfriend,
and a fellow SWAT officer. All four sued the City, claiming review of the transcripts invaded their privacy
and violated the Fourth Amendment.

The defendants won at trial, but the Ninth Circuit reversed, applying the two-pronged test formu-
lated by the plurality opinion in O’Connor v. Ortega, 480 U.S. 709 (1987): (1) in light of the “operational real-
ities of the workplace,” did the employee have a “reasonable expectation of privacy” in the area searched;
and (2) if so, was the employer’s search reasonable in both purpose and scope? The Ninth Circuit concluded
that, (1) notwithstanding the City’s formal no-privacy policy, Lieutenant Duke’s statements created a reason-
able expectation of privacy in the text messages, and (2) while the purpose for the search was reasonable, the
scope of the search was not because the OPD could have employed less intrusive means. Quon v. Arch Wire-
less 529 F.3d 892 (9th Cir. 2008).

The United States Supreme Court granted certiorari.

lll. Evolution of the Quon Opinion

Most discussions of Supreme Court opinions focus on the facts and the law—the aspects of the
opinion that determine its precedential impact. But in the Quon case, a somewhat different approach is jus-
tified, because unusual events that occurred as part of the Supreme Court litigation process help illuminate
how the opinion came to be written as it was and what it was intended to accomplish.

For example, surprisingly, the parties agreed that the plurality opinion in O’Connor v. Ortega con-
trolled the case, and this unanimity had a significant impact on the ultimate opinion. There was no opinion
“for the Court” in O'Connor; rather, it had been decided by Justice O’Connor’s four-judge plurality opin-
ion and Justice Scalia’s concurring opinion, each of which had adopted a different test for determining a
government employee’s Fourth Amendment workplace privacy rights. As noted above, the plurality formu-
lated a two-part test-whether the “operational realities of the workplace” afforded the employee a reason-
able expectation of privacy and, if so, whether the search was reasonable in purpose and scope. Justice Scalia
articulated a more “global” test: He asserted that “one’s personal office is constitutionally protected against
warrantless intrusions by the police” as a general matter, but that “government searches to retrieve work-
related materials or to investigate violations of workplace rules-searches of the sort that are regarded as rea-
sonable and normal in the private-employer context-do not violate the Fourth Amendment.” O'Connor v.
Ortega, supra, 480 U.S. at 730-32 (Scalia, J., concurring).

The O’Connor plurality’s two-pronged approach gives the government defendant two bites at the
apple, since the defense wins if there was either no reasonable expectation of privacy or the search was rea-
sonable. By contrast, Justice Scalia’s approach assumes a reasonable expectation of privacy in the workplace;
therefore, the legality of the search turns entirely on whether the search would be deemed reasonable “in the
private-employer context.” But despite the apparent advantage to the Quon plaintiffs of Justice Scalia’s test,
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they chose to agree that the plurality test applied. As a result, the Quon Court was not pressed to determine
which of the two tests was the proper one.

Another unusual aspect of the Supreme Court litigation process was that several amici seemed less
concerned about supporting a particular outcome than about warning the Court to proceed with caution.
Thus, the Electronic Frontier Foundation and the ACLU urged the Court to “tread cautiously in addressing
the application of the Fourth Amendment to new communication technologies,” warning that the Court’s
opinion “could have unjustified and unintended, but extremely significant, implications for the continued
protection . . . of Americans’ most private communications, which increasingly are conducted using these
new technologies.” Brief for Electronic Frontier Foundation, et al., as Amici Curiae Supporting Respon-
dents, City of Ontario v. Quon, (U.S. Sup. Ct. No. 08-1332), at 5-6. And the New York Intellectual Property
Law Association noted that workplace communications norms “are today in rapid and fundamental transi-
tion” and argued that that fluidity created “an uncertain foundation on which to decide whether there has
been any ‘societal judgment’ on reasonableness.” Brief for New York Intellectual Property Law Association as
Amici Curiae Supporting Respondents, City of Ontario v. Quon, (U.S. Sup. Ct.No. 08-1332), at 3, 22.

These themes were echoed at oral argument by the justices themselves. Justice Alito, for example,
observed that there did not appear to be “a well-established understanding about what is private and what
isn’t private” in electronic communications, City of Ontario v. Quon U.S. Sup. Ct. No. 08-1332, Transcript of
Oral Argument at 21, and the Chief Justice noted that the reasonableness of an expectation of privacy “might
change with how old people are and how comfortable they are with the technology.” Id. at 24. Several jus-
tices demonstrated their unfamiliarity with the technology. The Chief Justice, for example, asked about “the
difference between a pager and e-mail” Id. at 29. and inquired if a third party sending text to a pager in use
would “get a busy signal.” Id. at 44. And when plaintiffs’ counsel explained that text messages were received
by a service provider before being transmitted to the receiving device, Chief Justice Roberts said he “thought,
you know, you push a button; it goes right to the other thing,” and Justice Scalia exclaimed “You mean it
doesn’t go right to the other thing?” Id. at 49. Oral argument did not convey the sense of a court preparing to
make a bold policy-making foray into the new world of digital media.

Finally, it is interesting to speculate on how one part of that new world—the blogosphere—might
have influenced the opinion. Given what was at issue, it was no surprise that the Quon case received a lot of
attention in internet blogs. And while most of the discourse centered on the grant of certiorari and the issu-
ance of the opinion, one prominent blogger—Professor Orin Kerr of George Washington School of Law—
commented frequently about the case during the entire time it was pending in the Supreme Court, providing
trenchant analysis about the briefing and argument of the case.

Professor Kerr’s blog posts are worthy of consideration for several reasons. He is recognized as a
leading scholar on the law and digital media. He has written extensively about the Fourth Amendment and
new technologies, where he has espoused the view that privacy rights in evolving technologies may be bet-
ter protected by legislative rather than judicial solutions. E.g., Orin S. Kerr, e Fourth Amendment and New
Technologies: Constitutional Myths and the Case for Caution, 102 Mich. L. Rev. 801 (2004). And he is a former
law clerk to Justice Anthony Kennedy, the author of the Quon opinion.

Professor Kerr’s blogs sounded a consistent theme—the Court should avoid using the Quon case
to announce broad constitutional principles. Thus, when certiorari was first granted, Professor Kerr labeled
the case “a problematic vehicle” for addressing the Fourth Amendment issues because of his doubts that
O’Connor v. Ortega provided an appropriate legal framework for analyzing privacy rights in digital commu-
nications. Orin Kerr, The Volokh Conspiracy, Supreme Court Grants Cert on Fourth Amendment Protection

in Text Messages, http:/volokh.com/2009/12/14/supreme-court-grants-cert-on-fourth-amendment-protec-
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tion-in-text-messages/ (Dec. 14, 2009, 12:20 EST) (last visited June 2, 2011). He expressed relief when the
City’s merits opening brief made a “surprisingly narrow” argument focusing on the facts of the case rather
than on broader legal questions. Orin Kerr, The Volokh Conspiracy, The Surprisingly Narrow Top-Sode Mer-
its Brief in Clty of Ontario v. Quon, http://volokh.com/2010/02/09/the-surprisingly-narrow-top-side-merits-
-in-city-of- - (Feb. 9.2010, 19:29 EST) (last visited June 2, 2011). When the reply brief was
filed, he worried that the really tricky” question in the case was “[t]he rights of the other plaintiffs who were
communicating with Quon” and thought that “the Court would be best oft coming up with a way to avoid
having to answer this question.” Orin Kerr, The Volokh Conspiracy, Some Thoughts on the Reply Briefin
City of Ontario v. Quon, http:
v-quon/ (April 3, 2010, 19:58 EST) (last visited June 2, 2011). And after attending the oral argument, he reit-
erated his view that “judges are particularly likely to make errors in applying the Fourth Amendment to new
technology because they are not well-situated to get a sense of the technology, its evolution, and the likely
impact of potential Fourth Amendment rules.” Orin Kerr, The Volokh Conspiracy, The Fourth Amendment,

New Technologies, and the Case for Caution, http://volokh.com/2010/04/20/fourth-amendment-and-new-
technologies-and-the-case-for-caution/ (April 20, 2010, 12:40 EST) (last visited June 2, 2011). While the effect

of Professor Kerr’s blogs on the opinion are ultimately imponderable, they were to prove prophetic.

IV. The Quon Opinion and Its Potential Impact
Justice Kennedy’s opinion for the Court came to the following principal conclusions:

* Since the parties agreed that the O’Connor plurality approach controlled—and since the case
could be decided by determining the search was lawful even assuming Quon had a reasonable
expectation of privacy-it was not necessary to determine whether the plurality test or Justice
Scalia’s test was the correct one. City of Ontario v. Quon, supra, 130 S. Ct. at 2628-29.

* Because “[t]he judiciary risks error by elaborating too fully on the Fourth Amendment impli-
cations of emerging technology before its role in society has become clear,” the Court would
decide the case “on narrow[] grounds” by assuming that Quon had a reasonable expectation of
privacy in the text messages he sent and then determining whether the subsequent search was
reasonable. 1d. at 2629.

* The search was lawful because (a) it was justified at its inception as necessary for a noninvesti-
gatory work-related purpose; (b) the scope of the search was reasonable because it was an “effi-
cient and expedient” way to determine whether the character limit was sufficient; and (c) under
all the circumstances, Quon had a “limited expectation of privacy” in the text messages sent on
his SWAT team pager. Id. at 2630-31.

* The Court did not have to decide the Fourth Amendment rights of the plaintiffs other than
Quon, because the plaintiffs had argued only that if the search was unreasonable as to Quon it
also was unreasonable as to all plaintiffs. Id. at 2633.

Despite the self-described narrowness of its holding, the Quon opinion undoubtedly will have a sig-
nificant impact on future cases. As it is the only United States Supreme Court opinion addressing privacy
rights in digital communications, lawyers confronting such issues certainly will flyspeck it for whatever sup-
port it can provide. And whether the Court wanted to or not, it necessarily formulated some overarching
principles—that even where an employee has a reasonable expectation of privacy in personal communica-
tions on workplace equipment, that expectation is trumped if the employer’s search has a “legitimate work-
related rationale,” the means adopted are “efficient and expedient,” and some care is taken to insure the
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search is not “excessively intrusive,” even if less intrusive means were possible. Inevitably, future cases will be
litigated with this paradigm in mind.

Moreover, even though the Court finessed the reasonable-expectation-of-privacy issue, its conclu-
sion that Quon had only a limited expectation of privacy is sure to influence future cases. The Court expressly
concluded that in light of the OPD’s warnings, “a reasonable employee would be aware that sound manage-
ment principles might require the audit of messages to determine whether the pager was being appropriately
used.” City of Ontario v. Quon, supra, 130 S. Ct. at 2631. This observation potentially has broad application—
even to cases in the private employment setting.

Finally, even the Court’s determination not to decide the reasonable-expectation-of-privacy issue
could have important effects. The decision to avoid the issue seems to have been deliberate; after all, the
Court could have decided the issue on a narrow, fact-bound basis—much as it actually decided that Quon’s
expectation of privacy was “limited.” What message did the Court intend to convey by avoiding the issue?
The opinion seems to agree with Professor Kerr that “the judiciary is ill-suited” to “establish far-reaching
premises” concerning emerging technologies, and the opinion expressly cites to the efforts of State legisla-
tures to establish workplace norms in this area. The message seems clear: As communications technologies
continue to evolve, privacy problems are addressed better by legislative, rather than judicial, solutions.
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Employment Privacy:
Time for a New Paradigm

. Common Law

The privacy rights of the majority of employees who work in the private sector are found in common
law. Officially, the common law standard of privacy is based on the concept of reasonable expectation of pri-
vacy. Would a reasonable person in the employee’s position have had an expectation that their communica-
tion would be private?

The reasonable person standard is used in many legal contexts. It involves looking at the totality
of the facts that might affect a reasonable person. In the employment relationship, a reasonable employee’s
expectation should be based upon the totality of the circumstances. The most important information is what
the employer told the employee about the privacy of communications? Did the employer tell the employee her
communications were private? Did the employer tell the employee her communications would be monitored?
Or was the employer’s statement more ambiguous? Most employers tell employees they reserve the right to
monitor but do not specify the circumstances in which they will exercise that right. Employee surveys show
that employees who know they are subject to monitoring but are unaware of the circumstances in which
monitoring actually occurs assume that their employers monitor a specific event only when there is a legiti-
mate reason. Zirkle and Staples, Negotiating Workplace Surveillance, in Weckert, Electronic Monitoring in the
Workplace; Controversies and Solutions, Idea Group Publishing 2005.

Also relevant is the employer’s conduct. If an employer frequently monitors employee communica-
tions and employees are aware of it, a reasonable person’s expectation of privacy would be diminished, even
if the employer said it would not monitor. If an employer seldom or never monitors in practice, a reason-
able person would not necessarily expect their messages to be monitored because the employer had a policy
reserving the right to do so.

A. Actual Legal Standard

The test is reality is quite different. Whether an employee has a reasonable expectation of privacy is
determined solely by ownership of the system though which the communication takes place. Countless judi-
cial decisions have stated that, as a matter of law, employees have no reasonable expectation of privacy in a
communications system owned by the employer under any circumstances.

The basis of this conclusion is not explained. Why should a reasonable employee assume that her
employer will read her e-mail or monitor her Internet access merely because it owns the computer? Presum-
ably, an employer that needed to know what an employee had told a customer via e-mail would look at the
messages. But why would an employee assume that her employer would read a sensitive e-mail to her hus-
band, or her doctor, merely because it can? Is it unreasonable for an employee to believe that her employer
would not pry into her personal affairs without a reason?

This certainly was not the expectation of judicial employees. When it was revealed that the admin-
istrators of the federal judicial system were secretly reading the e-mail of judicial employees, including the
judges themselves, the uproar brought the practice to an abrupt halt.

The conclusion that the employee has no reasonable expectation of privacy is unaffected by the facts.
Smyth v. Pillsbury, 913 F. Supp. 97 (E.D. Pa. 1996), is a textbook example of a situation in which the employee
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had a reasonable expectation of privacy. Pillsbury told employees that their e-mail was private and would
not be monitored. There is nothing on the record indicating that Pillsbury had a practice of reading e-mail
or took any other action that would give a reasonable employee reason to doubt what he had been told by the
company. Still, the Court of Appeals for the Third Circuit held that it was unreasonable for an employee to
expect the company to keep its promise.

B. Constitutional Privacy

For public employees, the critical standard comes from the Fourth Amendment. The legal standard
here as well is based on reasonable expectation of privacy and this standard has been interpreted in the same
manner.

In City of Ontario v. Quon, 130 S.Ct. 2619 (2010), the United States Supreme Court held that it was
unreasonable for an employee to believe that his employer would not monitor the content of his text mes-
sages when his direct superior told him that they would not be monitored. According to the Court, the
employee should have ignored what his superior told him because it was in conflict with the employer’s writ-
ten policy.

What is troubling about this decision is not that it is necessarily wrong. There are contexts in which
a reasonable employee would know that the company is committed to a policy and that his superior’s state-
ment to the contrary should not be relied upon. But it is at least as common for a company to have written
policies issued by lawyers and HR executives in distant headquarters that no one at the operating level pays
attention to. This phenomenon has long been legally recognized. When unionized employees insist on fol-
lowing corporate policy and ignore the instruction of their supervisors, it is labeled “working to rule” and
considered a form of strike.

We will never know which of these situations existed at Quon’s employer because the Supreme Court
deemed it irrelevant. As in common law, the normal approach in which the existence of a reasonable expec-
tation of privacy is judged by the totality of the relevant circumstances has been abandoned in favor of a rule
based solely on ownership.

The National Workrights Institute has followed the case law on common law and Constitutional pri-
vacy for over twenty years and has never found a judicial decision in which the employee was found to have a
reasonable expectation of privacy in her electronic communications, regardless of the facts. Nor are any such
cases mentioned in leading summaries of employment law. See Finkin, Privacy in Employment Law, BNA.

C. Affect on Employers

For years, the “ownership trumps all” rule consistently produced results favorable to employers. The
frequent criticism it received from legal scholars had no effect and was rarely, if ever, mentioned in judicial
decisions.

The situation, however, has changed. No longer do employees generally communicate electronically
while seated at office desks upon a company-owned computer. Today, employees frequently conduct work
from their homes. This is not limited to telecommuters. Millions of employees occasionally conduct business
from their homes on evenings and weekends using their personal computers.

In this context, the ownership paradigm hurts employers. Employers who have sought access to
employees’ personal computers have not fared well, even when seeking access to work related information.

For example, in Sabin v. Miller, 423 F. Supp. 2d 943 (2006), the court refused to give the employer
access to the employee’s personal computer even thought there was evidence of misconduct and it was undis-
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puted that the employee had frequently downloaded employer records onto her personal computer. In Wyatt
Technology v. Smithson, 2006 WL 5668246 (C.D. Cal.), the employer had evidence that a former employee was
misusing its trade secrets in his work for a competitor. It remotely accessed his computer to investigate. The
employee sued and the court found that the employer had violated the Computer Fraud and Abuse Act. 18
U.S.C. 1030. (The Act prohibits obtaining access to a computer owned by another without consent. It contains
no exception for circumstances in which a party has legitimate interest in the information in question.)

. The Future

The situation for employers is becoming worse with the growing use of wireless communications
technology. When an employer issues employees a wireless communications device, it does not own the sys-
tem. The satellites, towers, and other major components of the system are owned by third parties. Under the
Stored Communications Act, 18 U.S.C. 1030, the issuer of a device can see the contents of wireless messages
sent in this manner only with the consent of the recipient. In most cases, the person to whom the employee
sent the message will not consent. There is no exception for messages in which the issuer has a legitimate
interest. This generally leaves the employer with no access to messages.

In Quon, the Ninth Circuit held that the employer’s conduct, while not a violation of Quon’s fourth
amendment rights, was a violation of the Stored Communications Act. This decision was not appealed to the
Supreme Court.

In a large and growing number of situations, the employer does not even own the hand-held device.
The cost of smart phones, Blackberries, and similar wireless communications devices has become so low that
many people buy their own and use it for both business and personal communications. In these situations,
employers will have virtually no ability to see employee communications, even when they have a legitimate
reason. Privacy advocates have already begun advising employees to use this strategy to avoid monitoring.
Maltby, Can ey Do  at? Reclaiming Our Fundamental Rights at Work, Portfolio Publishing (2010).

lll. Conclusion

The ownership paradigm has created a world in which employers can read messages in which they
have no legitimate interest when they are sent via company owned technology and cannot read informa-
tion in which they have a legitimate interest when it is sent via technology owned by the employee or a third
party.

Such a result is unfair to both employers and employees. It is time to create a new standard for pri-
vacy that is based on whether an employer has a legitimate interest in the information in question, not in
who owns the equipment by which it is transmitted.

The judiciary alone cannot implement this reform. Congress will need to amend statutes based
on the ownership paradigm, such as the Stored Communications Act. But the judiciary created the current
standards in common law privacy and the Constitutional right to privacy and has the authority to change
them for the better.
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Understanding Tort Law Impacts Created
by Scientific Advances of Human
Biomonitoring and Genetic Biomarkers

l. Introduction

Biomarkers and biomonitoring have both become a major focus of current research into environ-
mental exposures and risks. The two concepts are related—they both involve measurements of parameters
in the blood or other tissues of the body to evaluate exposure or risk to toxic substances. Biomarkers involves
biological changes, usually at the molecular or cellular level, that result from an environmental exposure,
while biomonitoring involves measuring levels of the toxic substance itself or its metabolites in the body.

While the primary focus of biomarkers and biomonitoring to date has been in research to better
evaluate and measure exposure effects, these two types of data also have the potential to fill critical eviden-
tiary gaps in toxic tort litigation. This type of litigation is often limited by the current inability to associ-
ate particular exposures with subsequent health consequences in a specific individual. The consequence of
this ignorance is the need to rely on crude and often misleading assumptions and presumptions that fre-
quently result in unjust outcomes, whether for manufacturers of harmless products that are unfairly saddled
with expensive liabilities, or seriously injured citizens who are denied fair compensation because they cannot
prove sufficiently that a particular exposure caused their injury. By providing an evidentiary link between
exposures and health effects, biomarkers and biomonitoring have the potential to shine objective scientific
illumination on whether a specific toxic exposure likely did or not contribute to a particular individual’s
injuries.

This paper explores the potential uses of biomarkers and biomonitoring in toxic tort litigation, and
the scientific, legal, policy, and ethical challenges presented by these applications. It first discusses recent sci-
entific advances in the development and validation of biomarkers and biomonitoring, and how the data from
these tools can be used to inform estimates of toxic exposures and risks. It then identifies potential applica-
tions of biomarkers and biomonitoring in toxic tort litigation, drawing where available on existing cases and
relevant precedents. The article then concludes by addressing several broader policy issues relating to the use
of biomarkers in the litigation context, including the admissibility of biomarker and biomonitoring evidence
under the new legal standards for scientific evidence, as well as other practical and normative issues that will
be presented by the use of such data in litigation.

Il. Background on Biomarkers and Biomonitoring

A. Biomarkers

Biomarkers are measurable changes in cells or tissues resulting from toxic exposures that can
be used as a quantitative or qualitative measure of exposure or response to that exposure. See Anthony P.
Decaprio, Biomarkers: Coming of Age for Environmental Health and Risk Assessment, 31 Envtl. Sci. & Tech.
1837, 1842 (1997). Typically, biomarkers are classified into three broad categories measuring (i) susceptibility,
(i) effect, or (iii) exposure. National Research Council (NRC), Biological Markers in Environmental Health
Research, 74 Envtl. Health Perspect. 3, 3 (1987). A critical feature of all three types of biomarkers is that they
provide important information about a specific individual rather than the population as a whole. Biomarkers
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can therefore be useful for identifying symptomatic or pre-symptomatic persons who have been exposed to
or are affected by a toxic substance, as well as to evaluate disease progression and estimate the risk of future
disease in such persons. Over the past two decades, tremendous progress has been made in the theoretical
understanding and practical application of biomarkers, many of which involve the use of genetic or molec-
ular information. There are several different types of molecular and genetic biomarkers, briefly reviewed
below.

One major type of biomarker is a DNA adduct, where a toxic substance or its metabolites binds with
DNA to form a stable and characteristic chemical complex. V.K. Bhatnagar & G. Talaska, Carcinogen Expo-
sure and E ect Biomarkers, 108 Toxicology Letters 107, 108 (1999). The formation of a DNA adduct can be an
initial step in the mutation process, although not all adducts necessarily result in mutation. Several hundred
different carcinogen-DNA adducts have been identified to date, with many carcinogens forming distinct pat-
terns of adducts with respect to type and location on the DNA macromolecule. Christopher P. Wild & Paola
Pisani, Carcinogen DNA and Protein Adducts as Biomarkers of Human Exposure in Environmental Cancer
Epidemiology, 22 Cancer Detection & Prevention 273, 276-77 (1998). Adducts can provide an accurate molec-
ular dosimeter of exposure, and are able to measure extremely low levels of exposure that might previously
go undetected. Herman A. Schut & Kathleen T. Shiverick, DNA Adducts in Humans as Dosimeters of Expo-
sure to Environmental, Occupational, or Dietary Genotoxins, 6 FASEB J. 2942 (1992); Paul A. Schulte, Contri-
bution of Biological Markers to Occupational Health, 20 Am. J. Ind. Med. 435, 436 (1991).

Although they are a potentially useful biomarker of exposure or effect, DNA adducts have several
important limitations, including (i) they usually last a short duration, ranging from several minutes to sev-
eral months, thereby requiring sampling close in time to the actual exposure; (ii) significant differences in
inter-individual rates of adduct formation occur; and (iii) the difficulty of sampling from tissues such as the
lung or liver where disease may occur. Salama A. Salama, Milagros Serrana and William W. Au, Biomonitor-
ing Using Accessible Human Cells for Exposure and Health Risk Assessment, 436 Mutation Res. 99 (1999).

Other biomarkers include various types of chromosomal aberrations, metabolic changes such as
enzyme induction or inhibition, increased cell proliferation in tissues (hyperplasia), and genetic mutations.
DeCaprio, supra, at 1840. For example, several important human carcinogens induce their own characteristic
“mutational fingerprints” at precise sites in specific genes, such as the important tumor suppressor gene p53.
Curtis C. Harris, p53: At the Crossroads of Molecular Carcinogenesis and Risk Assessment, 262 Science 1980
(1993). Thus, the detection of a characteristic genetic change might indicate the initiation of the cancer pro-
cess, as well as the specific cause of that event.

An emerging new technology with significant potential applications in toxic tort litigation is the
evaluation of gene expression patterns using DNA microarrays, which is part of what is often referred to
as “toxicogenomics.” Exposure to a toxic substance, like any other perturbation, results in characteristic
changes in gene expression in cells, by which some genes that are normally inactive in a particular tissue
are turned “on” and expressed whereas other genes that are normally expressed are now suppressed. Spen-
cer Farr & Robert T. Dunn, Concise Review: Gene Expression Applied to Toxicology, 50 Toxicological Sci. 1, 1
(1999). These gene expression changes may sometimes be the cause or in other cases the consequence of the
early stages of a toxic response. Christine Debouck & Peter N. Goodfellow, DNA Microarrays in Drug Discov-
ery and Development, 21 (Suppl.) Nature Genetics 48, 49 (1999).

Gene expression changes can be analyzed by collecting and characterizing messenger ribonu-
cleic acid (mRNA) using a DNA microarray (sometimes also referred to as a gene chip or DNA chip). A DNA
microarray consists of a set of many different single-stranded genetic sequences fixed to a substrate, such as
a glass slide or membrane, in a defined pattern. The mRNA from cells exposed to a toxic substance can then
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be collected, dyed and allowed to bind with the fixed single-stranded DNA on the microarray. The pattern of
binding can reveal which genes have been turned on and off in the exposed cells. The use of DNA microar-
rays to study global gene expression provides “a tool of unprecedented power for use in toxicology studies.”
Emile F. Nuwaysir, et al., Microarrays and Toxicology: e Advent of Toxicogenetics, 24 Molecular Carcino-
genesis 153, 158 (1999).

Gene expression changes measured by microarrays have the potential to provide a more sensitive,
characteristic, and earlier indicator of a toxic response than typical toxicological endpoints such as mor-
phological changes, carcinogenicity, or reproductive toxicity. Nuwaysir, et al., supra, at 154-55. Microarray
data promise greater specificity because while “there are a limited number of cellular, organ, and organismal
manifestations of chemically-induced toxicity, the possible number of gene expression patterns for encoding
those manifestations is enormous.” Farr & Dunn, supra, at 2. Many different toxic agents may be capable of
causing the same toxicological endpoint, €.g., a liver tumor, in many cases by different mechanisms, whereas
each chemical will produce a unique gene expression profile, thus providing a higher resolution tool with
much greater specificity than simply monitoring the toxicological endpoint. Charles P. Rodj, et al., Revolu-
tion  rough Genomics in Investigative and Discovery Toxicology, 27 Toxicological Pathology 107, 109 (1999).
Microarrays also permit evaluation of all toxicological endpoints in a single assay, whereas traditional toxi-
cological methods generally require separate studies for carcinogenicity, mutagenicity, reproductive toxicity,
teratogenicity, immunotoxicity, neurotoxicity, and endocrine disruption. W.D. Pennie & I. Kimber, Toxicoge-
nomics; Transcript Pro ling and Potential Application to Chemical Allergy, 16 Toxicology in Vitro 319, 320
(2002).

Yet another advantage of studying gene expression changes to assess toxicity is that such alterations
can occur almost immediately following exposure, whereas the clinical manifestation of toxicity may take
days, months, or even years to develop. Farr & Dunn, supra, at 1. Because these toxicological endpoints are
the end result of earlier molecular events that can be monitored by microarrays, it is possible to screen for
toxicity much more quickly and earlier using microarrays than with traditional toxicological methods. Rodi,
etal., supra, at 107. Moreover, because they represent an earlier step in a toxic response, gene expression
changes will be detectable in a larger percentage of the exposed animal or human population than will ulti-
mately go on to develop clinical disease, thereby providing a more statistically robust measure of effect. For
these reasons, gene expression changes assayed using DNA microarrays have the potential to provide both an
earlier and more sensitive biomarker of a toxic response.

Of particular interest is the rapidly growing body of evidence demonstrating that specific chem-
icals or classes of chemicals with similar toxicological properties produce a characteristic gene expression
“fingerprint” or signature profile. Initial “proof-of-principle” experiments have successfully identified the
identity or toxicological mechanism of chemicals based on their gene expression profiles. Hisham K. Hama-
deh, et al., Prediction of Compound Signature Using High-Density Gene Expression Pro ling, 67 Toxicological
Sci. 232 (2002). The finding that it is possible to discern exposure to an individual chemical based on unique
gene expression changes suggests that it may be possible to use microarrays to measure exposure or toxic
responses to specific chemicals in individuals or populations. Nuwaysir, et al., supra, at 157. This and other
toxicogenomic methods will likely have important potential applications for toxic torts.

Before it can have practical application, a biomarker must be adequately characterized and validated
to establish that it accurately and consistently measures exposure or predicts disease. NRC, supra, at 6-7. A
large number of potential biomarkers have been identified and are at various stages in their development and
validation. Most of these biomarkers are not yet ready for practical application, although some have been
validated and are in current use. Many complications remain, especially in accounting for such factors as
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intra- and inter-individual variations in biomarker responses, interactions between different biomarkers or
susceptibilities, variations in biomarker response over ranges of exposures, and correlating human and ani-
mal biomarker responses. Frederica Perera, e Potential Usefulness of Biological Markers in Risk Assessment,
76 Envtl. Health Perspect. 141, 143-44 (1987). A critical characteristic of all biomarkers is their duration, as
many biomarkers only measure recent exposures. Yet, despite these challenges, rapid progress is being made
in the development and validation of biomarkers, and this new technology is already beginning to transform
our understanding of, and strategies to address, toxic effects.

B. Biomonitoring

The most straightforward exposure marker is the presence of the toxic agent or its metabolites in the
human body. The length of time in which such agents remain in the body varies considerably depending on
the substance involved. Approximately 270 substances can presently be identified in the body through bio-
monitoring. Carl F. Cranor, Do You Want to Bet Your Children’s Health on Post-Market Harm Principles? An
Argument for a Trespass or Permission Model for Regulating Toxicants, 19 Vill. Envtl. L.J. 251, 254 (2008).

Biomonitoring has been used to demonstrate exposure in for a variety of substances in a variety of
settings. For example, in response to widespread illegal use of a pesticide in homes, the State of Mississippi uti-
lized biomonitoring to efficiently allocate resources to those families that had the greatest exposure as deter-
mined by a measurement of a metabolite of the pesticide within the urine of those exposed. R. Jackson, et al.,
Will Biomonitoring Change How We Regulate Toxic Chemicals?, 30 J.L. Med. & Ethics 177, 178 (2002). It has
also been used to determine workplace exposure to cigarette smoke in casino workers through a measurement
of cotinine, a metabolite of tobacco smoke, in order to reinforce state regulatory actions. Id. at 180-81 (2002).

lll. Potential Applications in Toxic Tort Litigation

Biomarkers and biomonitoring have potential applications in toxic tort litigation in demonstrat-
ing exposure, proving causation, and creating new causes of action. Some biomarkers (e.g., genetic polymor-
phisms) may also be useful in demonstrating the susceptibility of a plaintiff, but are not addressed here. See
accompanying paper by Bernard Taylor. In each of these applications, both biomarkers and biomonitoring
have the potential to provide objective scientific data that is woefully lacking in most current toxic tort cases.

A. Exposure

A threshold issue in toxic tort litigation is that the plaintiff must demonstrate sufficient expo-
sure to the toxic agent that allegedly caused his or her injury. Many courts require the plaintift to not only
prove that exposure occurred, but also require some degree of quantification of that exposure. As one fed-
eral court of appeals stated, “there must be evidence from which the fact finder can conclude that the plain-
tiff was exposed to levels of that agent that are known to cause the kind of harm that the plaintiff claims to
have suffered.” Wright v. Williamette Industries, Inc., 91 F.3d 1105, 1107 (8th Cir. 1996). In other types of per-
sonal injury litigation, such as cases involving allegedly harmful medical devices or pharmaceuticals, prov-
ing exposure is usually not a problem, because the exposed individual knowingly and deliberately undertook
a carefully measured exposure (by implanting a medical device or administering a pharmaceutical). In toxic
tort cases involving, for example, alleged injuries from groundwater contamination or from an accidental
explosion at an industrial facility, it is much more difficult to demonstrate and quantify exposure.

Toxicological biomarkers of exposure and biomonitoring data have the potential to provide objec-
tive evidence of individual exposure (or lack thereof). Courts have already indicated their receptivity to the
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application of these types of data. For example, citizens living near the Three Mile Island (TMI) nuclear facil-
ity attempted to use chromosomal biomarkers to demonstrate and quantify exposure to a plume of radiation
allegedly released during the 1979 TMI accident. The plaintiffs lacked adequate direct or modeling evidence
of exposure, which the court described as the “critical issue” in the case. In re TMI Litigation, 193 F.3d 613,
622 (3d Cir. 1999), cert. denied, 120 S.Ct. 2238 (2000). The plaintiffs therefore sought to prove exposure based
on evidence of an increased frequency of dicentric chromosomes in the lymphocytes of citizens living near
the facility. The court held that this use of biomarkers was “an accepted method, not simply for determining
if the subject of the analysis was irradiated, but also for estimating radiation dose to the individual.” Id. Not-
withstanding its finding that “[r]adiation dose estimation based on dicentric enumeration is a valid and reli-
able scientific methodology,” the court rejected the evidence in that particular case because the “validity and
reliability decrease as the time gap between the alleged irradiation and the dicentric count increases” and the
plaintiffs had waited fifteen years to assay dicentric chromosomes in the allegedly exposed population. Id.

This judicial holding, while not helpful to the plaintiffs in that specific case, nevertheless does estab-
lish the more general proposition that chromosomal rearrangements can be used in the proper context as
biomarkers to both establish and quantify exposure in litigation. Other types of biomarkers, such as changes
in gene expression, are also likely to be offered as biomarkers of exposure in future cases. See Gary E. March-
ant, Genomics and Toxic Substances: Part | - Toxicogenomics, 33 Envtl Law Rep. 10071 (2003). As the TMI
case demonstrates, the temporal relationship between the exposure event and the subsequent assay for bio-
markers will be a critical issue for producing a valid exposure estimate and hence judicial acceptance. Other
important issues will be the specificity and sensitivity of the biomarker assay, and inter-individual variations
in biomarker levels for a given exposure. Gary E. Marchant, Toxicogenomics and Toxic Torts, 20 Trends in
Biotech.329 (2002).

Similarly, biomonitoring data can be an effective tool for demonstrating exposure. It has been used
in litigation to determine exposure for many toxic substances including dioxin, lead, polychlorinated biphe-
nyl, and others. Avila v. Willits Envtl. Remediation Trust, 633 F.3d 828, 837 (9th Cir. 2011); Palmer v. Asarco
Inc., 2007 WL 2302584 (N.D. Okla. Aug. 7, 2007); Rubanick v. Witco Chem. Corp., 242 N.J. Super. 36, 72, 576
A.2d 4,22 (N.]. Super. Ct. App. Div. 1990), judgment modified and remanded, 125 N.J. 421, 593 A.2d 733
(1991). In some cases, the biomonitoring data was used by plaintiffs to establish exposure, whereas in other
cases biomonitoring was used to discredit some toxic tort claims for lack of exposure. See Gass v. Marriott
Hotel Services, Inc., 558 F.3d 419, 426 (6th Cir. 2009). Consequently, biomonitoring has significant value in
focusing judicial resources on legitimate claims involving significant exposures.

Biomonitoring has a significant advantage over traditional environmental methods in establish-
ing exposure in toxic tort cases, as with other contexts, because those traditional methods often rely on
inferences such as local variation in concentration, individualized activity patterns (time spent outdoors,
hand-to-mouth frequency etc.). Albert C. Lin, Beyond Tort: Compensating Victims of Environmental Toxic
Injury, 78 S. Cal. L. Rev. 1439, 1475 (2005); Jackson, et al., supra, at 178-79. Furthermore, environmental sam-
pling estimates of individual exposure have questionable reliability, as they rely on measurements of soil,
air, dust, water, etc., to determine the level of exposure of an individual or community. Because these mea-
sures are indirect, there is the possibility that they are not true measures of an individual’s exposure. In fact,
in some cases the predicted exposure from environmental measurements has been found to be dramatically
different than the exposure measured via biomonitoring. Jackson, et al., supra, at 179 (predicted blood and
urine levels of toxicants frequently are markedly different than biomonitoring levels).

For example, researchers at the University of Michigan studying dioxin discovered that dioxin expo-
sure as measured in the participants’ blood serum was unrelated to the presence of contaminated soil or
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house dust. §9:5 Biomonitoring, PLIREF-PLL s 9:5. This study highlighted the fact that differences between
predicted exposure and actual dose can be critical. Consequently, defense attorneys in toxic tort litigation
should be cognizant of the possibility that that predicted exposures determined through environmental mea-
surements may vary significantly from the actual dose. See Gates v. Rohm & Haas Co., 265 F.R.D. 208, 223-25
(E.D. Pa. 2010) (finding that expert’s use of an “advantageous average” utilizing the high exposure estimates
was inappropriate for class certification purposes).

However, the detection of a toxic substance in the blood stream is not always sufficient to establish
relevant exposure in toxic tort litigation. Some toxins exist naturally in the environment at a normal back-
ground level, and there are residual levels of various manmade pollutants in environmental media from a
variety of current and historical sources. For example, cyanide is known to exist in many the seeds of vari-
ous fruits. A plaintiff alleging cyanide exposure would need to establish that the presence of cyanide in her
blood is greater than the background level of cyanide in the environment or risk an adverse summary judg-
ment. See In re Paoli R.R. Yard PCB Litig., 35 F.3d 717, 778 (3d Cir. 1994) (requiring blood tests to show expo-
sure greater than background levels to survive summary judgment).

Biomonitoring can also potentially establish the background exposure levels for the general popu-
lation which can be used for a baseline for determining exposed individuals or groups. Lin, supra, at 1472.
Of course, establishing such background exposure levels for the general population would require a substan-
tial sample of the population, but some states have already begun to address this problem by implementing
a state-wide biomonitoring program for select substances. California Environmental Contaminant Biomon-
itoring Program (CECBP), http:// www.cdph.ca ' itoring/pa ault.aspx (accessed
May 20, 2011). California passed a blomomtormg actin 2006 that targets spec1ﬁc chemlcals Id. If this pro-

gram is successful it will help to establish background exposure rates and will also highlight those areas with
particularly high exposure rates. Jennifer Girod & Andrew R. Klein, Personalized Medicine and Toxic Expo-
sure, 9 Hous. J. Health L. & Pol’y 163, 170 (2009); 4 L. of Toxic Torts §29:11 (2011). It is not clear to what extent
background exposure rates derived from states, such as California, can be generalized to states that lack

such geo-specific data. On one hand, the rates provide some information where it is otherwise lacking. On
the other hand, the data may be irrelevant because it doesn’t reflect the geographic characteristics of relevant
area. However, background exposure levels from different areas combined with low disease rates for condi-
tions associated with the specific chemical may help provide some evidence of a safe exposure rate. Reactive
litigation may result in those communities that are found to have higher than normal exposure to a specific
chemical if the source of the contamination can be discovered.

The descriptive statistic used to describe the background exposure in the general population is a
reason for concern. If the background exposure level is the average or mean exposure of the general popula-
tion, then it is important to keep in mind that approximately half of the population will always be above this
figure by definition. Many of these people will be above the average even absent any tortuous contact of other
parties. There will always be variation of exposure within the population due to individual differences such
as proximity to locations with naturally high concentrations of the relevant substance or behavioral differ-
ences such as increased hand-to-mouth activity. See Jackson, et al., supra, at 179.

Although biomonitoring can substantiate or rebut claims of exposure in many circumstances, it is
important that biomonitoring cannot resolve all exposure problems. This is especially true in cases involving
past exposure. See Wicker v. Consol. Rail Corp., 371 F. Supp. 2d 702, 719 (W.D. Pa. 2005). Different chemicals
behave differently in the body. Some chemicals have a long half-life (the time it takes for the amount of the
substance to be cut in half) and are eliminated from the body. Consequently, these chemicals can be detected
through biomonitoring even long after the exposure to the chemical ended. Some chemicals are even seques-
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tered in adipose tissue and may be difficult to detect. Those chemicals with a short half-life are more trou-
blesome because they are often eliminated from the body rapidly. If biomonitoring of these chemicals occurs
too late, they will not be detected at all, particularly in cases where acute exposure is charged. Thus, with-
out other evidence of exposure (such as the presence of a biomarker) plaintiff will have a difficult time estab-
lishing exposure. §9:5 Biomonitoring, PLIREF-PLL s 9:5. However, this is not a problem for chemicals with

a long half life, such as dioxin, which can be detected through biomonitoring even if the exposure occurred
two decades prior to testing. Id.

B. Causation

The second, and usually most onerous, impediment that a toxic tort plaintiff must overcome is
to demonstrate causation. The causation inquiry has two steps. The first step, general causation, inquires
whether the toxic agent that the plaintiff was exposed to is capable of causing the health problems afflict-
ing the plaintiff. The second step, specific causation, asks whether that exposure actually did cause the health
effects in the individual plaintiff. Biomarkers, and to a lesser extent biomonitoring data, can be useful for
both inquiries, but are likely to be most significant for the specific causation inquiry.

The primary application of biomarkers for general causation will be to provide a linkage between
a toxic agent and toxicological endpoint that have not been directly substantiated in standard toxicologi-
cal studies. Often plaintiffs lack any data showing a direct association between the specific agent they were
exposed to and the particular health effect they are alleging was caused by that exposure. By necessity, they
often attempt to rely instead on data showing that the agent causes other, related health effects (e.g., a tumor
in a different organ of the body) or that a similar agent (perhaps from the same family of chemical com-
pounds) does cause the specific health effect at issue. Courts generally reject such indirect data, ruling that a
plaintiff must produce evidence showing a direct linkage between the specific exposure and particular health
endpoint at issue in that case.

Biomarkers have the potential to provide such a connection. For example, a plaintiff with a kidney
tumor may be able to rely on evidence showing that the toxic agent in question causes liver tumors if there
is evidence that the agent produces similar biomarkers (.9., DNA adducts, gene expression changes, or pro-
teomic markers) in both the liver and kidney, and the liver biomarkers are in some way related to the liver
tumors. The common biomarker in the liver and kidney might allow the plaintiff to extrapolate the tumor
findings in the liver to the kidney. Similarly, if a plaintiff has been exposed to an agent (compound A) that
causes an elevated biomarker in the lung but has not been associated with any toxicological endpoint in a
published study, the plaintiff may be able to rely on evidence showing that a related compound B causes the
same biomarker elevation in the lung and the toxic endpoint present in the plaintiff. While this biomarker
“bootstrapping” to prove general causation has yet to be considered by courts, several judicial statements and
holdings suggest that courts might be amenable to such arguments. If so, it would greatly expand the uni-
verse of potential combinations of toxic agents and toxicological endpoints for which plaintiffs will be capa-
ble of demonstrating general causation.

The greatest utility of biomarkers in toxic tort litigation is likely to be in demonstrating specific cau-
sation. Specific causation is the “Achilles’ heel” of many plaintiffs’ claims because of the scientific difficulty
in proving that a specific exposure caused disease in a particular individual. The only cases in which specific
causation is not a major challenge is those involving “signature” diseases that are caused primarily or exclu-
sively by a particular agent, such as mesothelioma caused by asbestos or clear cell adenocarcinoma caused by
the drug DES. In most other causes, many toxic agents as well as other environmental exposures (e.g., foods,
medicines, lifestyle factors, disease vectors) and intrinsic factors (€.g., genetic susceptibility) are capable of
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causing or contributing to the cause of the disease manifested in the individual plaintiff. Standard “black
box” toxicology that looks at increased rates of disease in a population in response to a particular exposure is
simply incapable of determining the cause of disease in a particular individual. Courts thus resort to meth-
ods such as differential diagnosis or statistical presumptions to adjudicate specific causation, which are based
on conjecture rather than direct evidence of causation.

Biomarkers have the potential to provide direct evidence to link a specific exposure with health end-
points in an individual plaintiff. Specifically, strong evidence of specific causation will be provided by a find-
ing that chemical-specific biomarkers of effect are elevated in a plaintiff who has been exposed to that agent
and has developed disease known to be caused by that agent. Conversely, defendants can use the absence of
biomarkers expected from such an exposure to refute any linkage to the plaintiffs’ disease.

An example of the use of biomarkers to support causation is a federal appellate court decision over-
turning a trial court’s dismissal of a case brought by parents of a young child claiming she had been harmed
by exposure to formaldehyde from a new dresser. The trial court dismissed the case based on its finding
that the parents had not made a sufficient showing that the dresser’s emissions of formaldehyde caused the
child’s health problems, but the appellate court reversed and allowed the case to go forward based in part
on evidence that the child had antibodies in her blood indicating a recent exposure to formaldehyde. Bed-
nar v. Bassett Furniture Manufacturing Co., 147 F.3d 737 (8th Cir. 1998). In another case, a plaintiff smoker
who developed adenocarcinoma was able to establish that tobacco smoke was the probable cause of his tumor
by introducing expert evidence that he had deletions in three specific chromosome regions involving tumor
suppressor genes that are more common in smokers with adenocarcinoma than in non-smokers with adeno-
carcinoma. Tompkin v. American Tobacco, 2001 WL 36113663 (N.D. Ohio 2001).

Only biomarkers that are specific for a specific toxic agent or family of compounds will be useful for
demonstrating specific causation. For example, some mutagenic chemicals produce a chemical-specific spec-
tra of mutations that can be used as a biomarker of exposure to that chemical. M. Patlak, Fingering Carcino-
gens with Genetic Evidence, 31 Envtl. Sci. Tech. 190A (1997). Similarly, gene expression changes may be able
to provide a chemical-specific “fingerprint” of exposure to a particular toxicant. M.J. Aardema & J.T. Mac-
Gregor, Toxicology and Genetic Toxicology in the New Era of “Toxicogenomics™ Impacts of “-omics” Technolo-
gies, 499 Mutation Res. 13 (2002). In contrast, some biomarkers such as many chromosomal rearrangements
are generally not agent-specific, and in such cases are unlikely to be helpful in proving or disproving specific
causation.

A series of cases involving benzene exposure and leukemia demonstrate the potential utility and
shortcoming of a biomarker, in this case specific chromosomal; rearrangements, in proving or rebutting cau-
sation. There are several types of leukemia, some of which are often associated with specific types of chromo-
somal rearrangements. Both plaintiffs and defendants have attempted to utilize these associations to support
their defense or claims. A defendant employer successfully used the absence of a characteristic chromosomal
rearrangement to defend against a claim on behalf of a deceased worker that occupational exposure to ben-
zene caused his worker’s acute myelogenous leukemia (AML). Expert Testimony: Jury Returns Verdict for Oil
Company A er Testimony on Missing Disease Marker, 22 Chem. Reg. Rep. (BNA) 193 (1998) (reporting jury
verdict in Wells v. Shell Qil Co., DC ETexas, jury verdict 3/2/98). While it was undisputed that benzene is
capable of causing AML, the jury delivered a verdict for the defendant after its expert testified that benzene
only causes AML with specific cytogenetic markers—breaks in the 5th and 7th chromosomes—which were
not present in the worker’s DNA. Although successful in this Texas case, the identical defense was rejected
in a subsequent West Virginia case on the ground that the cytogenetic marker theory is “nothing more than
an untested, unsupported hypothesis cloaked in the aura of scientific knowledge.” Benzene: Defense Experts’
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Opinions Inadmissible, Not Based on Reliable Methodology, 22 Chem Reg. Rep. (BNA) 613 (1998) (discuss-
ing Lavender v. Bayer Corp., W. Va. Cir. Ct., No. 93-C-226-K, 5/29/98). In the converse case, an attempt by a
plaintiff to argue that his AML was caused by benzene as evidenced by breaks in chromosomes 5 and 7 was
recently rejected by a California jury. See Jury Finds for Shell in Benzene Wrongful-Death Case, 29 No. 5 West-
law J. Toxic Torts 3 (April 20, 2011) (reporting jury verdict in Head, et al. v. Shell Oil Co., No. BC358265, Cal.
Super. Ct., L.A. County, jury verdict Feb. 10, 2011).

More recently, a plaintiff who developed acute promyelocytic leukemia (APL) used expert testimony
that benzene causes a specific type of chromosomal rearrangement (in this case a translocation between
chromosomes 15 and 17) that is characteristic of APL. The district court rejected this testimony as unre-
liable, but the First Circuit Court of Appeals over-turned the decision and held that the expert could tes-
tify on this evidence. Milward v. Acuity Specialty Products Group, Inc., __ E.3d __, 2011 WL 982385 (1st Cir.,
Mar. 22, 2011). In another case, a family alleged that benzene from a local landfill caused their daughter’s
acute lymphoblastic leukemia (ALL), and based their causation argument in part on expert testimony that
the child had chromosomal aberrations typical of those caused by benzene. Although accepted by the lower
courts, the Texas Supreme Court rejected such testimony as conclusory. City of San Antonio v. Pollock, 284
S.W.3d 809 (Tex. 2009).

Because specific causation will generally require biomarkers of effect, another contentious issue in
such inquiries will be the tissue in which the biomarker is measured. For many toxicological endpoints, the
target organ (e.g., the liver or brain) cannot be easily assayed for biomarkers. Researchers often use surrogate
tissues (e.g., white blood cells) to assay for biomarkers. J.D. Groopman & T.W. Kensler, e Light at the End of
the Tunnel for Chemical-Speci ¢ Biomarkers: Daylight or Headlight?, 20 Carcinogenesis 1 (1999). Parties are
likely to dispute whether a biomarker measured in a more easily accessible surrogate tissue is an adequate
surrogate for the target organ under the legal standards for causation.

Yet another area of likely dispute in using biomarkers to prove specific causation is the issue of
whether the biomarker response detected in the individual plaintiff is indeed diagnostic for causation. Bio-
markers are generally identified and validated in populations rather than individuals, and the baseline lev-
els and changes in any single individual could be affected by a variety of intrinsic (e.g., genetics) and extrinsic
(e.g., diet or medications) factors. Thus, even when a biomarker of effect that may suggest specific causation
is detected in an individual plaintiff, the opposing party will likely seek to cast that finding into question by
suggesting other exposures or factors that might explain the reported finding.

Unlike biomarkers, which can reveal cellular and subcellular changes indicative of a particular
chemical, biomonitoring can only provide indirect evidence of causation. Lin, supra, at 1473. The first step
in establishing causation through biomonitoring is to establish general causation, that is, that the measured
chemical (or a metabolite thereof) is capable of causing injury or illness (general causation is not as signif-
icant with regard to biomarkers because the very changes that establish a biomarker may be indicative of a
disease process). Even when a chemical is found to be capable of injury or illness causation requires evidence
that it was the specific chemical detected via biomonitoring that caused (or might cause) the injury to the
plaintiff and was only present in the plaintiff’s body but for the actions of defendant.

Establishing this specific causation is difficult for a number of reasons. First, current technology
does not permit identification of the source of the chemical found through biomonitoring. For example, a
plaintiff in New York attempted to demonstrate exposure to toxic mold through biomonitoring tests for spe-
cific antibodies; however, the judge discounted the evidence because of a lack of evidentiary foundation that
fungal exposures could produce the antibodies measured through the biomonitoring. Fraser v. 301-52 Town-
house Corp., 13 Misc. 3d 1217(A), 831 N.Y.S.2d 347 (N.Y. Sup. Ct. 2006). In Texas, a judge took note that
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chemicals in the plaintiff’s blood were not exclusive to the defendant’s business and could have come from
numerous sources. As a result, the case was thrown out for want of causation. Feria, 2004 WL 500869 (2004).

Second, the mere presence of a foreign chemical in the blood does not necessarily mean that the
chemical causes a disease. §9:5 Biomonitoring, PLIREF-PLL s 9:5. There are typically many physiological
steps in between exposure to a toxic substance and causation. Jackson, et al., supra, at 178. At a minimum,
the substance must be shown to be toxic and in sufficient quantities to cause illness or injury. §9:5 Biomoni-
toring, PLIREF-PLL s 9:5. Thus, it would be prudent to compare the circumstances of each case to the epide-
miological literature of the alleged toxic substance. Id. Of course, failure to demonstrate exposure at any level
necessarily defeats causation. Id.

Finally, regulatory thresholds for toxic substances are not necessarily appropriate thresholds for
causation in a tort case. Regulatory thresholds are essentially risk-benefit analyses. Gates v. Rohm & Haas
Co., 265 F.R.D. 208, 226 (E.D. Pa. 2010). In some circumstances, the regulatory threshold is a conservative
measure, intended to maximize public safety. Id. Thus, because of the steps taken to ensure public safety, the
regulatory threshold may be overly conservative, so exposures greater than the regulatory threshold may
provide little information regarding causation. Abarca v. Franklin County Water Dist., 1:07-CV-0388-OW W-
DLB, 2011 WL 140371 (E.D. Cal. Jan. 5, 2011). It is therefore possible that exposures exceeding the regulatory
threshold, even to a significant degree, may still be insufficient to establish causation. Gates v. Rohm & Haas
Co., 265 F.R.D. 208, 226 (E.D. Pa. 2010). In cases with conservative regulatory measures it would be prudent
to reference the epidemiological literature to identify the concentrations of the toxic substance sufficient to
establish causation.

Conversely, the regulatory threshold could be a liberal cost-benefit analysis that allows a certain
degree of risk of injury in order to allow an activity that has a social benefit. In cases with a liberal thresh-
old, it is possible that concentrations below the guidelines are sufficient to cause injury or illness. It has been
suggested that even trace amounts of a substance may nonetheless be dangerous. James F. d’Entremont, Fear
Factor: e Future of Cancerphobia and Fear of Future Disease Claims in the Toxicogenomic Age, 52 Loy. L.
Rev. 807, 807-08 (2006). Some courts have been amenable to these “low dose” theories of causation. Rhodes
v. E.I. du Pont de Nemours & Co., 657 F. Supp. 2d 751, 764 (S.D.W. Va. 2009) a 'd in part, appeal dismissed in
part, 636 F.3d 88 (4th Cir. 2011). However, person’s advocating low dose theories of toxicity should supple-
ment their position with epidemiological evidence.

Although the inherent difficulties in proving causation through biomonitoring, it does have one sig-
nificant advantage to proving causation because it is empirical in nature. For example, the Human Toxome
Project maintains a database that correlates adverse health effects with various chemicals. Human Toxome
Project: Health Effects, http://www.ewg.org/sites/humantoxome/healtheffects/ (accessed May 19, 2011). Bio-
monitoring, as a direct measurement of exposure, has a greater likelihood of providing better data for
more accurate correlations. Thus, biomonitoring has some potential to focus litigation on the truly harm-
ful substances and discredit those cases that rely on purely speculative data or junk science. Longitudinal
surveillance, such as the biomonitoring program recently enacted in California, have the potential to find rela-
tionships between certain activities and health outcomes. Jackson, et al., supra, at 180 (biomonitoring of lead
through the late 1970s found a relationship between lead in gasoline and lead found in the blood stream).

C. New Causes of Action

A relatively new trend in toxic tort litigation if for plaintiffs who have been exposed to a toxic agent
to file lawsuits seeking compensation for their latent risks that have not yet manifested into health prob-
lems. These latent risk claims are of three general types: (i) “increased risk” claims in which exposed plain-
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tiffs seeks to recover for their asymptomatic increased risk of disease; (ii) “fear of disease” claims in which
exposed plaintiffs seek compensation for their fear of developing a disease such as cancer, which they claim
is an injury in and of itself; and (iii) “medical monitoring” claims in which plaintiffs seek to recover the
future costs of periodic medical examinations to check for any developing disease. The motivation for bring-
ing a claim under the first two theories (increased risk and fear of disease) is that the defendant company
and relevant evidence may not be available if the plaintiff waits fifteen or twenty years for the manifestation
of latent disease. Medical monitoring claims are based on the premise that frequent medical examinations
may result in early detection and hence more effective treatment of emerging clinical disease.

Because virtually every citizen has been exposed to some type of toxic agent, courts have searched
for limiting principles to prevent being flooded by latent risk claims, while permitting the most compelling
claims to proceed. Thus, most courts have required a plaintiff bringing an increased risk or fear of disease
claim to demonstrate a “present injury” as a prerequisite to pursuing such a claim. Ayers v. Township of Jack-
son, 525 A.2d 287, 287 (N.J. 1987); see Gary E. Marchant, Genetics and Toxic Torts, 31 Seton Hall L. Rev. 949
(2001). Many courts have also required a demonstration, and in some cases a quantification, of a sufficient
magnitude of increased risk. Brysonv. e Pillsbury Co., 573 N.W.2d 718 (Minn. Ct. App. 1998). Most plain-
tiffs exposed to toxic agents are unable to meet these threshold requirements using traditional toxicological
data. Biomarker and biomonitoring data may help to support latent risk claims in several ways.

First, biomonitoring data can provide empirical evidence of increased exposure to support latent risk
claims. For example, biomonitoring data may provide substantial assistance in claims alleging increased risk
of injury. If increased exposure to a substance is positively correlated to an increased risk of sustaining an
injury resulting from the exposure, then an accurate assessment of exposure achieved through biomonitoring
will substantially assist the fact finder in evaluating the claim. Those plaintiffs with substantial exposure above
the risk level will be entitled to a greater likelihood and magnitude of monetary relief than those plaintiffs only
slightly above a risk level. Lin, supra, at 1488-89. Conversely, the fact finder might not choose to award any
damages where the plaintiff fails to show a concentration of the toxic substance above the risk threshold.

Similarly, in fear of disease claims, biomonitoring can provide the fact-finder with empirical data
it can use in evaluating the reasonableness of the plaintift’s fears. James F. d’Entremont, Fear Factor: e
Future of Cancerphobia and Fear of Future Disease Claims in the Toxicogenomic Age, 52 Loy. L. Rev. 807, 835
(2006). Where the biomonitoring data provides a good indication of the extent of exposure, the fact-finder
will have objective data to use, in contrast to the traditional means which relies on speculative predictions by
expert witnesses and subjective assessments by family members. See Mark A. Koppel, Gilliam v. Roche Bio-
medical Laboratories : An Introduction to Fear-of-Disease Damages in Arkansas, 48 Ark. L. Rev. 555, 555-
63 (1995). In addition to filtering out bogus claims, biomonitoring can help support plaintiffs’ claims as well.
Courts are rightfully wary of plaintiffs without a manifest injury. James F. d’Entremont, Fear Factor: e
Future of Cancerphobia and Fear of Future Disease Claims in the Toxicogenomic Age, 52 Loy. L. Rev. 807, 835-
36 (2006). Consequently, biomonitoring might buoy such a plaintiff’s claim if it can show substantial expo-
sure, and therefore a legitimate concern about an increased risk.

Likewise, where a claim for medical monitoring requires a showing of exposure above and beyond
the general population, biomonitoring can provide such evidence. §9:5 Biomonitoring, PLIREF-PLL s 9:5.
Under a claim for medical monitoring the plaintiff must show that “the increased risk of disease makes it
reasonably necessary for the plaintiff to undergo periodic diagnostic medical examinations different from
what would be prescribed in the absence of exposure.” If the exposure is not significantly different than the
average exposure, then it might not be reasonably necessary to undergo periodic examinations. §9:5 Biomon-
itoring, PLIREF-PLL s 9:5. In addition, risk assessment values can also provide some assistance. A federal
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district court in West Virginia recently held that where biomonitoring reveals exposure levels below govern-
ment risk assessment levels courts should not find that the exposure is sufficient to establish a claim for med-
ical monitoring. Rhodes v. E.1. du Pont de Nemours & Co., 657 F. Supp. 2d 751, 774 (S.D.W. Va. 2009) a 'din
part, appeal dismissed in part, 636 F.3d 88 (4th Cir. 2011). Defense should also be wary of exposure levels only
slightly above the average for the general population as those elevated levels could be chance variation from
the mean and unrelated to the defendant’s conduct.

Second, biomarkers may provide the requisite evidence of “present injury” necessary to sustain a
latent risk claim. There is both scientific and legal disagreement about whether the presence of a biomarker is
sufficient to indicate a present injury. For example, many changes in gene expression may simply indicate the
body’s reversible and adaptive response to a toxic exposure, while other gene expression changes may be a true
indicator of real toxic injury. Carol J. Henry, et al., Use of Genomics in Toxicology and Epidemiology: Findings
and Recommendations of a Workshop, 110 Envtl. Health Perspect. 1047 (2002). A recent expert review of DNA
adducts concluded that “[i]n the absence of any other toxicological data, the formation of chemical-specific
DNA adducts should be considered an adverse effect, i.e., one which potentially compromises the organism.”
L.H. Pottenger, et al., Biological Signi cance of DNA Adducts: Summary of Discussion of Expert Panel, 39 Regul.
Toxicol. Pharmacol. 403 (2004). Yet, the same review observed that there are a number of examples of DNA
adducts that do not appear to be associated with any detectable toxicological consequence.

While the courts are somewhat split on the significance to be accorded to asymptomatic biomarkers,
at least some courts have recognized asymptomatic molecular changes that are part of the disease process as
a sufficient present injury to support a latent risk claim. For example, the Southern District of New York held
that “[t]here is no reason why MTBE-DNA adducts should not meet the physical manifestation requirement
simply because they are ‘subcellular.” In re MTBE Products Liability Litigation, 2007 WL 4245893 (SDNY
2007). In a smoking case, the court upheld medical monitoring for plaintiffs at increased risk for lung can-
cer from smoking based on their experts’ testimony that tobacco smoke caused subclinical damage to their
lungs, including damage to the genes in the airway cells, explaining: “We must adapt to the growing recog-
nition that exposure to toxic substances and radiation may cause substantial injury which should be com-
pensable even if the full effects are not immediately apparent.” Donovan v. Philip Morris, 2009 WL 3321445
(Mass. 2009). A handful of other cases have likewise recognized that subclinical biomarkers may constitute a
present injury. See, e.g., Bra ord v. Susquehanna Corp., 586 F.Supp. 14 (D.Colo. 1984) (holding that plaintiffs
exposed to uranium mine wastes had created triable issue of fact by alleging that they had incurred chromo-
somal damage which represented a present injury); Werlein v. United States, 746 F.Supp. 887, 901 (D.Minn.
1990) (up to trier of fact to determine whether chromosomal breakage allegedly caused by exposure to con-
taminated water was present injury). Thus, the availability of biomarkers that have been validated as a reli-
able marker of disease progression may cause some courts to relax their requirement of symptomatic disease
to support a latent risk claim.

Other jurisdictions require symptomatic disease to satisfy the present injury requirement, primar-
ily due to the difficulty up until now of objectively proving alleged subcellular injuries and concerns about
flooding the courts with new claims. See, e.g., Rainer v. Union Carbide Corp., 402 F.3d 608 (6th Cir. 2005)
(asymptomatic uranium-enrichment plant workers who were shown to have an increased frequency of chro-
mosomal aberrations ( in ~ 8 percent of their cells vs. 1.3 percent for controls) have not suffered any symp-
toms of a clinical disease necessary to bring a claim); Caputo v. Boston Edison Co., No. 88-2126-Z, 1990 WL
98694 (D. Mass. 1990) (“cellular damage does not rise to the level of physical injury as a matter of law”). For
example, the Ninth Circuit Court of Appeals, in holding that “bodily injury” requires “pain or interference
with bodily functions,” stated that “not every alteration of the body is an injury. Thinking causes synapses to
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fire and the brain to experience tiny electric shocks; fear stimulates the production of chemicals associated
with the fight-or-flight response. All life is change, but all change is not injurious. Adopting plaintifts’ inter-
pretation of bodily injury would render the term surplussage, as every exposure to radiation would perforce
cause injury.” Dumontier v. Schlumberger Technology Corp, 543 F.3d 567 (9th Cir. 2008). Allowing claims
based on biomarkers indicating subcellular damage would open a “floodgate” of litigation: “Based upon the
average American’s exposure to chemically processed foods, toxic fumes, genetically modified fruits and veg-
etables, mercury-laden fish, and hormonally treated chicken and beef, this might encompass a very large per-
centage of the total population.” Wood v. Wyeth-Ayerst Labs., 82 S.W.3d 849 (Ky. 2002).

A series of cases involving workers or residents who were exposed to beryllium and are seeking
medical monitoring are presenting and deciding the issue of when a subclinical bodily response to a toxic
exposure rises to the level of an injury recognizable by tort law. Beryllium can cause a severe, life-threaten-
ing immune-mediated disease called chronic beryllium disease (CBD). Before developing the full disease,
at-risk exposed individuals can become immunologically sensitized to beryllium, a subclinical effect that
can be detected by a blood test known as the Beryllium Lymphocyte Proliferation Test (BePLT). The general
approach of the courts to date has been to limit medical monitoring to plaintiffs who can prove they have
been sensitized to beryllium using the BePLT assay. See, e.g., Pohl v.NGK Metals, 936 A.2d 43 (Pa. Sup. 2007)
(precluding claim for medical monitoring by residents living near a beryllium plant unless they tested posi-
tive in BePLT assay). However, at least one court has imposed an even more stringent standard and held that
beryllium sensitization is not compensable injury that can support a medical monitoring claim. Paz v. Brush
Engineered Materials, 555 F.3d 383, (5th Cir. 2009).

A second potential use of biomarkers in supporting novel claims is to assist plaintiffs in demonstrat-
ing and perhaps quantifying their increased risk. The detection of biomarkers of effect in the exposed plain-
tiff could qualitatively confirm the increased risk from the plaintiff’s exposure, and if supported by adequate
human studies, could even be used to quantify risk (as the court in the TMI litigation indicated, discussed
above). Such a finding would also validate the plaintiff’s fear of disease, whereas a finding of no increase in
biomarkers would diminish such fears and discredit any associated legal claims.

Biomarkers of effect (or perhaps even exposure) could also be used to support medical monitoring
claims in two respects. First, the detection of such biomarkers in an individual would verify that the disease
process has commenced and that further periodic testing of that individual might be warranted. Biomarkers
could also serve as the target as well as the justification for medical monitoring, in that the monitoring would
focus on detecting biomarkers of effect in exposed individuals, which might justify increased preventive or pro-
phylactic measures in those individuals. A requirement for a valid medical monitoring claim in most jurisdic-
tions is that monitoring and diagnostic methods exist that make early detection and treatment of the disease
both possible and beneficial. Hansen v. Mountain Fuel Supply Co., 858 P.2d 970, 979 (Utah 1993). Biomarkers
may satisfy this requirement by making possible early detection that may make treatment more effective.

In addition to latent risk claims, biomonitoring gives rise to two additional causes of action: toxic
trespass and battery through exposure. Toxic trespass is similar to a trespass on real property. In a toxic tres-
pass claim, claimants argue the presence of an unwanted foreign substance within the claimant’s body is an
invasion of the personal property of the body. Carl F. Cranor, Do You Want to Bet Your Children’s Health on
Post-Market Harm Principles? An Argument for a Trespass or Permission Model for Regulating Toxicants, 19
Vill. Envtl. L.J. 251, 299 (2008). In the past, speculative/predictive evidence that an unwanted substance is
present in the claimant’s body has generally not been sufficient to sustain the cause of action, so plaintifts
generally have not had much success with toxic trespass claims. However, advances in biomonitoring may
provide more substantive proof that a foreign substance is present. 51 No. 2 DRI For Def. 28. If the foreign
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substance is in substantial quantities, biomonitoring evidence may make courts more amenable to toxic tres-
pass claims.

Just as in a claim for trespass on real property, toxic trespass theoretically does not require a show-
ing of injury to sustain a claim. The mere presence of the foreign substance is the wrong that sustains the
claim. Cranor, supra, at 255. Without a need to prove injury or even the potential for injury, toxic trespass has
the potential to open a floodgate of litigation as biomonitoring becomes more ubiquitous.

Consequently, there is a substantial policy argument that toxic trespass claims should be carefully
bounded by the courts. Requiring deliberate or wonton action from defendants as the cause of the foreign
substance’s presence might make a reasonable claim for trespass. However, if a claim for toxic trespass could
be sustained through mere negligence, it might become unbounded in its reach. A person with a cold might
be liable if he infects a coworker. A person with a pollinating tree in her backyard might be liable for aggra-
vating the allergies of a passerby. Taken to an extreme, an unhygienic person might be liable to those that
inhale the molecules creating his aroma.

The claim of battery for harmful or offensive exposure to chemicals is related to toxic trespass. The
theory behind a battery by exposure claim is that exposure to a foreign substance resulting from the action
of another can rise to the level of an offensive or harmful contact. Courts have shown some reluctance to the
extension of the tort of battery to mere chemical exposure. McClenathan v. Rhone-Poulenc, Inc., 926 F. Supp.
1272, 1282 (S.D.W. Va. 1996); Rhodes v. E.I. du Pont de Nemours & Co., 657 F. Supp. 2d 751, 773 (S.D.W. Va.
2009) a 'din part, appeal dismissed in part, 636 F.3d 88 (4th Cir. 2011). In McClenathan, the court rejected
an exposure battery claim because there was no showing of intention to cause harm or offense on the part of
the actor. McClenathan, 926 F. Supp. at 1282. In Rhodes, the court rejected the claim because the plaintiffs
failed to show harm from the alleged exposure, and subjective evidence of offense was not dispositive to show
that the exposure was sufficiently offensive to sustain a charge of battery. Rhodes v. E.I. du Pont de Nemours,
657 F. Supp. 2d at 773 However, the court suggested that the presence of a biomarker suggesting that the
exposure had caused a structural or functional alteration of a body part might be sufficient to show the req-
uisite harm. 1d. Though courts have not explicitly invalidated claims of battery by exposure, they have shown
significant reservation and have made it clear that the mere presence of a foreign substance in the body of the
plaintiff is not sufficient to sustain a claim for battery. Id.

IV. Potential Obstacles and Complications

This section reviews several key challenges for the use of biomarkers and biomonitoring data in
toxic tort litigation.

A. Premature Use of Data

Litigation has several attributes that will create strong incentives for the premature use of unval-
idated biomarkers. First, litigation decision-makers do not have the luxury enjoyed by regulatory agencies
of being able to wait to make a decision until adequate data are available (or to change their position if nec-
essary in light of subsequent information), as lawsuits generally proceed according to an ordered schedule
that marches inevitably to a final decision. Second, because litigants usually only have one “bite at the apple,”
they have every reason to deploy any piece of evidence that could possibly support their case. Third, litigation
frequently involves high stakes and strongly-held positions, which again makes parties and their attorneys
eager to use any evidence that may be helpful to their case. Fourth, lawsuits are decided by lay decision-mak-
ers, whether they be judges or juries, who usually lack scientific training and expertise, and thus who may be
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vulnerable to being misled into accepting dubious biomarker evidence by a wily expert. Finally, the lack of
other direct evidence of specific causation in most toxic tort cases often leaves parties little choice but to use
whatever biomarker evidence might be available, regardless of how well (or little) it is validated.

Similarly, with respect to biomonitoring data, advances in the detection of substances within the body
have occurred more rapidly than scientific studies on toxicity. §9:5 Biomonitoring, PLIREF-PLL s 9:5. Conse-
quently, biomonitoring is currently able to detect many substances in the body which have unknown toxicity.
Nevertheless, a plaintiff may seek to influence a jury by presenting such biomonitoring data, even though the
toxicological data do not support the likely juror inference that such results indicate an increased risk.

For all these reasons, it is inevitable that some litigants will seek to rely on biomarker and bio-
monitoring evidence prematurely. There have been other examples of dubious scientific concepts being suc-
cessfully employed, at least initially, such as the claims put forward by “clinical ecologists” of “chemically
induced AIDS,” which was subsequently discredited in position statements adopted by leading scientific soci-
eties. See, e.g., E. Marshall, Immune System  eories on Trial, 234 Science 1490 (1986). Such examples suggest
that both the legal system and the scientific community need to be vigilant against improper or premature
introduction of biomarker and biomonitoring evidence into toxic tort litigation.

B. Admissibility

A biomarker should be adequately validated before it is used in litigation. Validation involves dem-
onstrating the specificity, sensitivity, and reproducibility of the biomarker response. Anthony P. Decaprio,
Biomarkers: Coming of Age for Environmental Health and Risk Assessment, 31 Envtl. Sci. Tech. 1837 (1997).
The validation should also verify that the biomarker is consistently linked with a clinical endpoint (i.e., toxi-
cological injury). In litigation, the threshold inquiry into whether a biomarker has been adequately validated
to be used in a lawsuit will generally be determined by the trial judge in deciding whether the biomarker evi-
dence can be admitted into evidence.

In 1993, the U.S. Supreme Court issued its Daubert decision which fundamentally transformed
the standard for admitting scientific and other technical evidence in federal courts. Daubert v. Merrell Dow
Pharmaceuticals, Inc., 509 U.S. 579 (1993). Daubert requires judges to act as “gatekeepers” for scientific evi-
dence introduced into a lawsuit, by pre-screening such evidence to ensure that it is reliable and relevant
before it can be presented to a jury. The Supreme Court provided a non-exclusive list of four factors a trial
judge should consider in determining whether proffered scientific evidence is reliable, including whether the
evidence: (i) can and has been empirically tested; (ii) has a known rate of error; (iii) has been peer-reviewed
and published; and (iv) is generally accepted within the relevant scientific field. In response to this new
admissibility standard for scientific evidence, trial courts have been much more stringent in admitting sci-
entific evidence, which often has the consequence of dismissing a case if the party bringing the lawsuit (who
thus has the burden of proof) lacks scientific evidence that is admissible.

The Daubert criteria for scientific reliability comport well with the validation requirements of bio-
markers, in that they require evidence to be testable and tested with a known rate of error, peer reviewed and
published, and generally accepted. Nevertheless, a trial judge faced with dueling experts disagreeing about
whether a particular biomarker is adequately validated and meets the Daubert criteria may have a difficult
time deciding whether to admit the evidence. The authors of many scientific studies reporting positive bio-
marker associations tend to emphasize (perhaps in some cases over-emphasize) the importance of their find-
ings, and these statements published in credible scientific journals will certainly be presented to the judge
even if most scientists do not believe that the particular biomarker is adequately validated for the purpose for
which it is being introduced in litigation.
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An illustrative example of the premature acceptance of a biomarker by the courts was the claim that
silicone breast implants resulted in the production of antinuclear antibodies and/or silicone antibodies, and
that the elevated levels of those biomarkers in women with silicone breast implants supported an associated
between the implants and rheumatologic disease. Some of the initial court cases permitted such evidence
to be presented, and this biomarker evidence was apparently quite influential in large jury awards to plain-
tiffs with implants. Hopkins v. Dow Corning Corp., 33 F.3d 1116 (9th Cir. 1994). Over time, however, scientific
bodies such as the Institute of Medicine of the U.S. National Academy of Sciences challenged the reliabil-
ity and relevance of such biomarkers. Subsequent judicial opinions began rejecting the admissibility of such
evidence of elevated biomarkers under the Daubert criteria. Allison v. McGhan Medical Corp., 184 F.3d 1300
(11th Cir. 1999); Clegg v. Medical Engineering Corp., 2004 WL 471694 (Fla. Cir. Ct, Feb. 25, 2004).

At the same time, the strict standards for the admission of new scientific evidence under the
Daubert regime may impede the use of novel biomarkers that may be scientifically valid but have not yet
been widely accepted or appreciated in the scientific community. As one court recently noted, “[t|horny prob-
lems of admissibility arise when an expert seeks to base his opinion on novel or unorthodox techniques that
have yet to stand the tests of time to prove their validity.” McCullock v. H.B. Fuller Co., 61 F.3d 1038 (2d Cir.
1995). Judges applying the strict scrutiny of scientific evidence that has become the norm following Daubert
may be skeptical, perhaps unduly so, of emerging new biomarkers such as gene expression assays. This road-
block is likely to be only temporary, however, until one or more courts find that particular biomarkers are
adequately validated and meet the Daubert criteria, at which point such biomarkers are likely to quickly
become widely used in litigation.

In trying to decide whether particular biomarkers are adequately validated and therefore admissible
under Daubert, trial judges will look for authoritative scientific criteria or standards for the validation of bio-
markers by governmental agencies or scientific bodies. Yet, despite the frequent use of the term “validation”
in the scientific literature, there is no consensus on the definition of validation or the “rules of evidence” for
determining whether a biomarker has been validated (36). The lack of any such definitive criteria at the pres-
ent time will complicate the judicial task, and will surely produce inconsistent and suspect court decisions.

Biomonitoring, in particular, faces a potential admissibility challenge because of the inherent diffi-
culty to identify the source of the chemicals discovered in the body. §9:5 Biomonitoring, PLIREF-PLL s 9:5.
Biomonitoring evidence is only relevant on the condition that the substance identified in the body originated
from the defendant. F.R.E 104. Consequently, plaintiffs should be prepared to make a preliminary showing of
evidence sufficient to link the chemicals discovered through biomonitoring to the defendant.

C. Privacy of Litigants

Judicially compelled assays for some biomarkers and biomonitoring data may present privacy issues
to the extent that they involve sensitive personal medical information that could, if improperly disclosed,
result in stigma, embarrassment, or discrimination against litigants. In some cases, the harm may not be
caused by the perceptions or actions of others, but simply because the litigant evaluated for biomarkers or
biomonitoring data may have preferred not to know information about their own susceptibility or increased
risk that is revealed by the assays. Bioethicists have recognized a right “not to know” details of one’s own
health status or predispositions. C.M. MacKay, Discussion Points to Consider in Research Related to the
Human Genome, 4 Human Gene Therapy 477 (1993).

Yet, the traditional rule in toxic tort and similar litigation is that when a plaintiff files a lawsuit seek-
ing health-based damages, the plaintiff has placed his or her own health status in controversy, and the party
who has been sued has the right to compel reasonable and relevant medical testing of the plaintiff. In federal
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courts, for example, the trial judge has discretion to compel medical tests requested by an opposing party
unless the judge finds such tests to be unnecessary or unreasonable. Mark A. Rothstein, Preventing the Dis-
covery of Plainti  Genetic Pro les by Defendants Seeking to Limit Damages in Personal Injury Litigation, 71
Indiana L.J. 877 (1996).

It is not difficult to imagine that an insurer or employer might view such information negatively and
based on that perception, consciously or unconsciously discriminate against the plaintiff. For example, an
insurance company may treat the evidence of early disease progression as a preexisting condition not enti-
tled to insurance coverage, even though the condition was asymptomatic at the time of testing and would
never have been revealed but for the litigation-related testing. Biomarkers of exposure present the least pri-
vacy concerns, but even with these biomarkers, evidence of significant exposure to a very hazardous agent
would indicate an increased risk of disease which could again lead to discrimination against a plaintiff in
insurance, employment and other contexts.

Notwithstanding these privacy concerns, it will often be necessary to compel the testing of a plain-
tiff for biomarkers (or absence thereof) because as discussed above biomarkers have the potential, for exam-
ple, to provide very useful and relevant information for determining exposure, causation, and risk in
litigation. Indeed, plaintiffs are likely to increasingly obtain and rely on such biomarker information them-
selves when it is helpful to their case. Opposing parties should not be precluded from seeking similar infor-
mation when it is helpful to their case.

There will nevertheless be a need for courts to be vigilant of the need to protect plaintiffs’ privacy
rights against unnecessary, irrelevant, or overly broad requests for compelled biomarker testing. Plaintiffs’
attorneys also have an ethical obligation to notify their prospective clients that filing a personal injury law-
suit may subject them to intrusive and unwanted medical testing. A party ordered to undergo biomarker
evaluation who is concerned about the privacy of his or her medical information could seek a protective
order from the court, which is a court-imposed confidentiality directive that requires sensitive information
uncovered in litigation to be kept under seal and not disclosed outside of the trial proceedings.

D. Doctrinal Implications

Many uses of biomarker and biomonitoring data in toxic tort litigation will likely promote fairer and
more scientifically defensible outcomes. In some cases, however, new biomarker or biomonitoring data have
the potential to dramatically alter the legal system and legal doctrine. An example is claims for latent risk.
Most of these claims, which involve lawsuits by individuals who are at increased risk from a toxic exposure
but have yet to manifest any clinical symptoms, are precluded today by demanding evidentiary requirements
imposed by the courts. Biomarker evidence has the potential to overcome many of these evidentiary barri-
ers, such as by demonstrating an “existing injury” or making it easier to quantify increased risk. Since a large
percentage of the general public has had a significant exposure to one or more toxic agents (even if a relatively
small proportion will actually develop disease as a result), the courts may be flooded with tidal waves of latent
risk lawsuits if biomarker evidence succeeds in overcoming the existing evidentiary barriers. Legal and legisla-
tive decision-makers will then be confronted with difficult policy choices on whether and when to allow latent
risk claims, which have the potential to fundamentally transform the dynamics of the legal system.

Because biomonitoring in conjunction with epidemiological data can potentially generate quanti-
fiable risk data, it is possible to shift toxic tort claims to a risk based compensation system. Albert Lin pro-
poses such a system. Under his system, compensation is awarded based on the expected costs of harm to the
exposed person determined by weighing the increased probability of harm created through exposure and
the potential costs of the injury should it occur. Lin, supra, at 1439-40. Lin acknowledges that it would be

Understanding Tort Law Impacts Created by Scientific Advances of Human... Marchant 167



nearly impossible for anyone to be fully compensated if they eventually develop the illness because of the dif-
ficulty of showing a 100 percent chance of developing the disease. However, Lin argues that by restricting the
awards to medical expenses, partial awards would still allow those exposed to obtain medical insurance to
cover the development of future illnesses should they occur. Id.

Biomonitoring is gradually replacing predictive measures of exposure (such as soil concentrations,
and estimations of hand-to-mouth activity) because it allows for an empirical determination of the actual
exposure dose. §9:3 Medical Monitoring Claims, PLIREF-PLL s 9:3. Thus, evidence in toxic tort claims may
be experiencing a shift toward a preference for biomonitoring data. As biomonitoring evidence becomes
more common and reliable, courts are becoming increasingly more reliant on it. Rowe v. E.I. duPont de
Nemours & Co., CIV. 06-1810 (RMB), 2008 WL 5412912 (D.N.J. Dec. 23, 2008). For example, in McManaway,
the court requested that the disclosure of any biomonitoring data from the plaintiffs, and further requested
that the plaintiffs explain how the fact-finder could conclude that the alleged injuries occurred as a result of
exposure if the biomonitoring results should demonstrate insufficient exposure. McManaway v. KBR, Inc.,
265 E.R.D. 384, 389 (S.D. Ind. 2009).

In some cases, judges seem to make negative inferences where a plaintift fails to submit biomon-
itoring evidence where it is available. See Cord v. City Of Los Angeles, B167756, 2004 WL 2189182 (Cal. Ct.
App. Sept. 30, 2004); Nickerman v. Remco Hydraulics, Inc., C 06-2555 SI, 2007 WL 1793772 (N.D. Cal. June
19, 2007). If this trend continues, plaintiffs that do not obtain biomonitoring evidence of exposure without
good reason (i.e. the short halflife of a chemical might make biomonitoring tests for past exposure pointless)
could face a negative inference that no exposure actually took place.

V. Conclusion

Biomarkers and biomonitoring data will increasingly be used in toxic tort litigation. Indeed, such
data are likely to become the norm in toxics tort lawsuits in adjudicating both exposure and causation. As
one court decision recently suggested, the expectation will be that parties seek to utilize such data, and when
they don’t, their arguments will be seen as suspect: held “[T]here are biological tests (biomarkers) that mea-
sure the levels of chemicals in the body to reveal whether these levels can exceed expected or accepted levels.
... [BJecause no such tests were performed on Mr. Cord, it is impossible to determine to a medical certainty’
whether Mr. Cord’s exposure, absorption or toxicity to benzene or other chemicals exceeded normal and
expected levels. In other words, existing tests were available to measure whether Mr. Cord in fact had exces-
sive exposure to benzene and other chemicals, but plaintiffs’ experts did not use them.” Cord v. City of Los
Angeles (Cal. App. Sept. 30, 2004).

Not only will the existing types of biomarkers and biomonitoring data be used more frequently, but
new and perhaps more informative types of biomarkers now being developed in the research context will
start to be applied in litigation contexts. For example, toxicogenomics, which measures cellular changes in
gene expression, protein levels, and metabolites, among other parameters, is likely to increasingly be used
in toxic tort litigation. Gary Marchant, Genomics and Toxic Substances: Part | - Toxicogenomics, 33 Envtl.
Law Rep. 10071 (2003). As a recent report from the National Research Council (the research arm of the US
national Academies of Science) noted, “Both plaintiffs and defendants are likely to seek to use toxicogenomic
data for various purposes in future toxic tort litigation” National Research Council, Applications of Toxicoge-
nomic Technologies to Predictive Toxicology and Risk Assessment (2007). As the frequency and types of bio-
marker and biomonitoring data used or potentially used in toxic tort cases expands, attorneys and judges
will be challenged to keep up to date with this rapidly shifting scientific terrain.
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Evidence of Genetic Susceptibility in Toxic Tort Litigation

l. Introduction

On average there are three million genetic differences between any two people.! While many of these
genetic variations appear to have no functional significance, others do, such as the genetic variations that
affect an individual’s susceptibility to disease from exposure to certain substances. Indeed, genetic suscep-
tibility factors now explain many examples of why certain exogenous substances, such as drugs, food, infec-
tious agents, and toxic substances, cause toxicity in some but not in others.

The availability of genetic data on the susceptibility of individual plaintiffs has the potential to fun-
damentally transform toxic tort litigation, with benefits and risks to both plaintifts and defendants. This
paper examines the potential applications and effects of genetic susceptibility data in the context of toxic tort
litigation.

[Il. Causation

Plaintiffs in toxic tort cases have the burden of proving that the defendant’s product or activity
“more likely than not” caused their injury.’ To meet this standard, some courts require that plaintiffs prove
that the defendant’s actions doubled the relative risk for contracting illness or injury.* Because few toxic
substances cause a doubling of relative risk,’ causation is one of the most formidable obstacles that injured
plaintiffs face in toxic tort litigation.® However, evidence of the plaintiff’s genetic susceptibility may assist in
overcoming this hurdle. It is increasingly common for epidemiology studies to measure the increase in rel-
ative risk from a particular exposure by segmenting the population into subgroups based on differences in
genetic susceptibility.” A genetically susceptible plaintiff may be able to use such data along with DNA testing
to show that even if the relative risk for the general population from a particular exposure is less than two,
the relative risk for people with the plaintiff’s genetic predisposition exceeds two.? Thus, even though an aver-
age person may not be able to meet the doubling background risk causation criteria, individuals with a rele-
vant genetic susceptibility might.

Prior to the advent of individual DNA testing, plaintiffs in several lawsuits attempted to use the sus-
ceptibility argument to meet the burden of proving causation.’ These claims usually involved reference to sci-
entific studies indicating that genetic susceptibility to the agent in question may exist within the general
population, but without any test data or other specific evidence showing that the particular plaintiffs were
in fact genetically susceptible. Thus, for the most part, these claims were unsuccessful.! Today with recent
advances in cost and accuracy of genetic testing, to prevail on such arguments, plaintiffs need to undergo
genetic testing to substantiate their claims of genetic susceptibility."!

Obtaining evidence of genetic susceptibility is not always entirely beneficial to a plaintiff, however.
DNA testing may completely undermine a plaintift’s case—the most obvious way being when genetic test-
ing reveals that the plaintiff does not carry the pertinent genes for susceptibility.'” An illustrative case is Eas-
ter v. Aventis Pastuer, Inc.”* The plaintiffs in Easter alleged that thimerosal, a mercury preservative in
the defendant’s pediatric vaccines, caused their son, Jordan Easter’s, autism.!* The plaintiffs contended that
“some children are genetically susceptible to mercury poisoning and cannot excrete or otherwise eliminate
the mercury in the vaccine preservative.”!> Genetic testing revealed that Jordan did not have the pertinent
genetic susceptibility.! The court concluded that plaintiffs “cannot prove, in Jordan’s case, that his autism
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was caused by thimerosal . . . because Jordan does not meet the genetic profile for children who . . . are at
increased risk for developing autism by thimerosal.”"”

As in Easter, defendants may use the absence of the pertinent susceptibility genes in a plaintift
to buttress their arguments against causation. Additionally, defendants may also seek to test plaintiffs for
the presence of other genetic traits that might predispose the plaintiffs to the injuries they have developed.
Defendants use such findings to support alternative causation arguments, namely, that the plaintiff’s dis-
ease resulted solely from her genetic predispositions and independent of any exposure to the defendant’s
product. In Bowen v. E.I. Du Pont de Nemours & Co.,"® a case out of Delaware state court, the defendant
obtained genetic testing of a plaintiff whose birth defect was allegedly caused by prenatal exposure to Ben-
late, defendant’s product.'” The DNA test demonstrated, to the satisfaction of both the plaintiff’s lead expert
and the court, that the disability was caused by a specific inherited genetic mutation rather than chemical
exposure.”

These cases illustrate that a plaintift’s genetic traits which increase susceptibility for a particu-
lar toxic substance or create a predisposition to disease without any environmental exposure, can be used to
argue for or against causation. It should also be noted that other concerns such as privacy often factor into
plaintiffs’ toxic tort litigation strategies and the decision whether or not to obtain DNA testing. Plaintiffs may
fear that genetic information uncovered by testing may be obtained and used against the plaintiff’s interests
by parties outside the litigation, such as an employer or insurer,?! or that the genetic testing may reveal infor-
mation about the plaintiff’s own predispositions and risks that she prefers not to know.?

lll. Duty to Warn

Another set of legal issues revolves around the duty of a product manufacturer to protect or warn
genetically susceptible individuals in the population about the particularized risk of using a product. Most
courts apply a “reasonably foreseeable” standard in failure-to-warn cases, requiring manufacturers to pro-
vide warnings for reasonably foreseeable risks to its product users. However, the parameters of this duty in
light of advances in genetic testing and studies regarding susceptibilities are relatively undefined.

Defendants may argue that they have no duty to protect individuals with rare genetic susceptibili-
ties to their products, a doctrine known as the “idiosyncratic response” defense.? Traditionally, this defense
is applied to protect a manufacturer from liability for a product that appears safe to the general population
but may cause an unusual response in individuals with a rare allergy or sensitivity. As one court stated, “[a]
manufacturer has no duty to withhold its product from the market merely because the product may pose a

risk to certain hypersensitive individuals.”**

While defendants may be able to use the existence of unusual genetic susceptibility to escape legal
liability in some cases, plaintiffs may be able to use such susceptibilities to impose additional duties on man-
ufacturers in other cases. A plaintiff may argue that a manufacturer has a legal duty to warn product users
that they may be genetically susceptible to the manufacturer’s product. In some cases, plaintiffs may also
argue that a defendant has the additional duty to recommend that a product user be genetically tested before

using the product.”

The first lawsuits rooted in these arguments were class actions out of Pennsylvania and New York
alleging that the LYMErix vaccine, the only vaccine approved to protect against Lyme Disease, caused a
chronic autoimmune reaction in approximately 30 percent of the population who carry a specific genetic
polymorphism. The plaintiffs argued that the manufacturer had a legal duty to not only warn vaccine users
that a potential genetic susceptibility to the vaccine is prevalent in the population, but also that vaccine users
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should obtain a genetic test for the susceptibility gene before taking the vaccine. Although both the manufac-
turer and federal regulators disputed the factual premises of the lawsuit,? the cases were settled before trial
and the vaccine was subsequently removed from the market.

Many questions still remain regarding the existence and nature of a product manufacturer’s duty
to identify and warn genetically susceptible individuals. While courts have imposed a general duty on man-
ufacturers to adequately test their products,” the issue of whether and to what extent a manufacturer must
test its product in susceptible subgroups has yet to be defined. Additionally, as genetic tests to determine sus-
ceptibility become increasingly available to individuals at reasonable costs, the door may open for defen-
dant’s to assert traditional defenses such as assumption of risk and contributory and comparative negligence.
That is, a defendant may argue that a plaintiff knew, or should have known, that she was genetically suscepti-
ble to a particular substance and should have taken greater precautions to avoid exposure.?®

IV. Class Certification

The central requirement for certification of a class of plaintiffs is that the issues in common within
the class predominate over individual issues.” Some defendants have successfully argued that differences in
genetic susceptibility to a product require individualized assessments of risk and causation, thereby defeat-
ing the requirement that common issues predominate, and resulting in denial of class certification.’® Even
when not supported by specific evidence showing genetic differences in susceptibility within the class, such
assertions have sometimes been successful in opposing class certification.” As genetic susceptibilities to
toxic substances are increasingly identified and characterized, the argument against class certification will
likely become more frequent and compelling.

V. Discounting Damages

A defendant found liable for a plaintift’s injuries may seek to discount the damages payable based
on the plaintiff’s genetic susceptibility. If the defendant fails to convince the jury that the plaintiff’s genetic
predisposition and not defendant’s actions caused the disease, he may still be able to argue that the damages
should be discounted based on the likelihood that the plaintiff would have eventually developed the same
condition even in the absence of defendant’s actions. If successful, the damages may be discounted to com-
pensate the plaintiff only for the period of acceleration, that is from the time the plaintiff actually developed
the condition to the estimated time that the plaintiff would likely have developed the condition notwith-
standing defendant’s actions.*?

A more aggressive form of the same tactic would be for the defendant to seek to uncover any genetic
predisposition in the plaintiff that would reduce her life expectancy, and thus warrant discounted dam-
ages. However, this strategy may require a very broad and intrusive search into the plaintift’s medical and
genetic history which a court is not likely to compel. A trial judge has the discretion to order genetic test-
ing of a plaintiff under Rule 35 of the Federal Rules of Civil Procedure if good cause for such testing is shown.
Indeed via Rule 35, courts have required HIV testing of plaintiffs for the purpose of reducing damages based
on diminished life expectancy.® It remains to be seen how lenient courts will be in allowing defendants to
obtain genetic testing of plaintiffs for the purpose of calculating life expectancy for damages assessments.*

VI. Conclusion

As genetic technology continues to advance rapidly and becomes increasingly accessible, we can
expect genetic data to be introduced more frequently in toxic tort litigation. Issues of causation, duty to warn,
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class certification, and damages will be aftected by the introduction of individual genetic susceptibility evi-
dence, with benefits and costs to both plaintiffs and defendants. Ultimately these changes have the potential
to make toxic litigation more informed, effective, and fair. That being said, there will inevitably be a learning
curve as the market makes this fundamental transition from a one-size-fits-all paradigm to an era of person-
alized products and risks based on individual genetic predispositions.
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